Chinese Disinformation in the United States
Harvard Undergraduate Foreign Policy Initiative
Harvard University
Spring 2022
Prepared for:
USCYBERCOM
Members:
Cosette Wu (Chair)
Annabelle Krause
Jack Silvers
Alicia Campbell
Tai Ran Tang
Sophie Lucas
Addie Esposito
Umutcan Vargelci
Deputy Director:
Arjun Akwei
Senior Director:
Madeline Gavitt

1

Acknowledgements
First, we would like to extend our extreme gratitude toward Raaga Kalva and USCYBERCOM.
We truly appreciate the opportunity to conduct and present research on such a pertinent and intriguing
issue. At every step of this process, you have provided us with invaluable mentorship, guidance, and
expertise. Each member of this team has greatly benefited from this amazing experience.
I would also like to thank my team members for their diligence and commitment. I appreciate the
time that all of you have dedicated to this project; this report is the culmination of your dedication,
creativity, and collaboration. The quality of your research has impressed me at every step of this process,
and I have so much respect for every one of you. Producing this report together has been a pleasure.
Cosette Wu
Chair, Harvard ’25

2

Table of Contents

Acknowledgements
Table of Contents
Executive Summary
Introduction
1. Background
Propaganda Within China
Chinese Goals
Deteriorating Sino-U.S. Relations
2. Chinese Disinformation Overview
Disinformation Actors
Types of Disinformation
3. Global Disinformation Campaigns
Africa
Middle East
Asia-Pacific
Europe
Global Counter-Disinformation Strategies
Current Anti-West Disinformation
4. Chinese Election Interference
Motivations and Barriers
Influencing Opinions
Interfering with Hardware
China Teaming Up
5. Policies
Existing Policies
Altering Transparency Regulations
Ensuring Third-Party Researcher Access to Data
Reforming the U.S. Election System
Bibliography

3

2
3
4
4
4
5
7
11
12
15
16
17
18
19
23
25
26
27
27
28
31
32
34
36

Executive Summary
As China’s power has risen in recent decades, so has the country’s global influence. With
Sino-U.S. relations deteriorating, many experts have expressed heightened concern about Chinese
disinformation in the United States, particularly in regards to election interference. This project seeks to
first analyze China’s use of disinformation and propaganda, and then provide comprehensive
recommendations for countering these threats.
Chinese disinformation is disseminated through both state and non-state actors. Beyond content
generated directly by the national news agency, the Chinese government often uses incentives or implicit
coercion to persuade foreign journalists and influencers to spread propagandistic (dis)information.1
Groups propagating disinformation for the Chinese Communist Party (CCP) include about two million
paid ‘trolls’ and 20 million Communist Youth League volunteers. 2
Historically, Chinese disinformation targeting U.S. elections has largely been disorganized rather
than aimed at supporting or hurting specific candidates.3 However, current avenues for the proliferation of
disinformation enable China to influence U.S. elections by strategically influencing opinions. Moreover,
vulnerabilities in the voting and vote-counting process pose opportunities for Chinese election
interference through hacking.
In light of these threats, the United States must take action to protect against Chinese
disinformation. This paper proposes expanding transparency regulations, ensuring third-party researcher
access to data, and reforming the U.S. voting system as three key steps to achieve this end.

Introduction
In Section 1, this report first analyzes trends in China’s domestic propaganda, Chinese goals, and
deteriorating Sino-U.S. relations to provide context for the subsequent deep dive into Chinese
disinformation. After describing disinformation actors and methods in Section 2, the paper discusses
China’s disinformation campaigns across the globe in Section 3. Identifying the strategies employed by
other countries as well as the shortcomings of these strategies provides insight into how the United States
might better counter disinformation.
Next, in Section 4, the report hones in on the impact of Chinese disinformation on U.S. elections,
distinguishing between influencing and interfering. Although evidence suggests that China has yet to
influence or interfere in favor of any particular candidate, the potential for an organized campaign to
significantly impact outcomes threatens future elections. It follows that action must be taken to secure the
safety of future U.S. elections.
The final part of this paper, Section 5, discusses policy recommendations. Recommendation one
is that transparency regulations must be altered and extended across different media types, requiring
media outlets to reform themselves or modifying the Foreign Agents Registration Act (FARA) to align
with the needs of the modern media landscape. Recommendation two is that media companies share
internal data with third-party researchers to expedite the search for effective policies to combat
disinformation. While these solutions combat election influence efforts, recommendation three, reforming
the U.S. voting system, is key to combating election interference. To protect U.S. elections, these reforms
must create a paper trail, secure chain of custody, and employ risk-limiting auditing.

Background
Propaganda Within China
The means by which Chinese propaganda has been disseminated within China, as well as the
content of Chinese propaganda, has greatly evolved during the Chinese Communist Party’s (CCP) time in
1
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power. The CCP is much stronger than it was at its inception, and its propaganda has developed as a
reflection of the CCP’s ability to manipulate its people and the degree to which the population has to be
convinced of the Party’s narrative.
Prior to China’s economic opening and turn towards capitalism and the West, propaganda focused
on Chinese hegemony, the founding myths of the Party and the Socialist nation, and the violent threat of
the West. In the years directly following the Korean War, the CCP released the 1951 film Resist America
and Aid Korea, which, as the name suggests, very clearly aligned with the original goals of CCP
propaganda. The film focused on allying the Chinese people with North Koreans as resistors to Western
aggression.4 This film was essential to CCP legitimacy because the Korean War narrative was one of the
founding myths of the nation; as the first time that the CCP had proved its dominance over the capitalist
parties of the West, it formed the cornerstone of nationalism and patriotism. After China’s economic
opening, propaganda shifted to focus more on the country’s dominance and strength in a global
perspective and with respect to its relationship to the United States. In 2013, the CCP produced the film
Unforgettable Victory, which also told the story of the Korean War, but in an entirely different light.5
Despite discussing the geopolitical threat posed by American troops in the region, the film treats the
Americans with respect and frames it as a net positive experience because it allowed the Chinese state to
consolidate under the CCP. In this way, patriotism and the essential founding myth are emphasized
without risking the political and economic retaliation and inconsistencies that would accompany an attack
on the United States. More than anything, this film presents the Korean War as an important historical
event responsible for an important transition in China rather than serving as an anti-West anecdote.
It is also integral to consider the current means of internal propaganda and the ways in which the
CCP retains total control over the media. 6 Its primary method of control uses fear to deter any opposition
media, either domestic or international. Opposition journalists often face cyberattacks, doxxing, and
physical violence. This creates an environment of fear that does not allow for a free press.7 Furthermore,
most international journalists are controlled by the rules of the Party, preventing the CCP from being held
accountable internationally. International journalists must acquire visas to enter China, and the CCP has
total control over who receives a visa. The CCP sets visa limits and will not provide visas to opposition
journalists or those who publish opposition pieces.8 Journalists are also prevented from entering restricted
areas, such as the Xinjiang (Uyghur) region,9 so only state-sanctioned media leaves the region. The CCP
justifies this by suggesting that a free press could jeopardize national security and patriotism if incorrect
reporting incited dissent.10 As such, the government also blocks and filters all external sources, exercising
complete control over the media that reaches its citizens.
Chinese Goals
4
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Over the past four decades, the CCP’s grand strategy has undergone major changes as power has
transferred between premiers and the world around China has changed.11 Assessing the true intentions and
worldview of the Chinese intelligentsia is difficult given the opaque nature of the party’s internal
deliberations, but scholars increasingly agree that China seeks to drastically reshape the international
order, altering the rules-based order into one more favorable to Chinese autocracy.12 Disinformation has
the potential to play a key role in fulfilling this new order, with the CCP wielding it to erode the
legitimacy of powerful democracies and stir the political pot in strategically important areas such as
Taiwan.
Beginning in the 1980s, China experienced meteoric economic growth under the auspices of
pro-market reforms enacted by former premier Deng Xiaoping.13 This economic blossoming lifted
millions out of extreme poverty and coincided with China’s entrance into global forums such as the World
Trade Organization (WTO).14 During this period, Chinese grand strategy was defensive and integrationist:
defensive in that it prioritized avoiding territorial losses and sustaining economic growth, and
integrationist in that it saw China attempt to assimilate into the existing international order and take
advantage of international trade and diplomacy.15 At the same time, CCP leadership harbored significant
grievances against the liberal international order, namely the endurance of U.S. dominance, the status of
Taiwan as an independent entity, and the external pressure to democratize.16
A major turning point in the CCP’s outlook on the United States and the U.S.-led order was the
global financial crisis, which many in China viewed as the “apparent self-destruction” of the West.17 By
the time that Xi Jinping became premier in 2013, the financial crisis and the decades of sluggish
economic growth among developed democracies that preceded it augured a shift in China’s strategic focus
from the surrounding region of Southeast Asia to the broader world. Throughout President Xi’s time in
power, Chinese foreign policy has become more assertive and ambitious, from the country’s naval
brinkmanship in the South China Sea to the economic, political, and military partnerships that it has
formed through the Belt and Road Initiative.18
By reading the intent of these foreign policy actions and closely examining public statements and
party documents, an image of the CCP’s newly desired international order comes into focus. At the 19th
CCP National Congress in 2017, President Xi outlined his vision for China’s “national rejuvenation,” to
be completed by the 100th anniversary of the party’s founding in 2049. Namely, this rejuvenation would
see China achieve a full-scale modern army, displace the United States as the underwriter of the global
financial system, and project influence over international institutions and governance.19 In that same
speech, President Xi asserted that China should become a “global leader in terms of composite national
strength and international influence,” a statement that points toward his desire for the soft power (i.e. the
11

“The Long Game: China’s Grand Strategy to Displace American Order.” 2021. Brookings (blog). August 2, 2021.
https://www.brookings.edu/essay/the-long-game-chinas-grand-strategy-to-displace-american-order/.
12
“The Long Game: China’s Grand Strategy to Displace American Order.” 2021. Brookings (blog). August 2, 2021.
https://www.brookings.edu/essay/the-long-game-chinas-grand-strategy-to-displace-american-order/.
13
Dunford, Michael, and Bing Qi. 2020. “Global Reset: COVID-19, Systemic Rivalry and the Global Order.” Research in Globalization 2
(December): 100021. https://doi.org/10.1016/j.resglo.2020.100021.
14
China’s Economic Rise: History, Trends, Challenges, and Implications for the United States.” Accessed March 27, 2022.
https://www.everycrsreport.com/reports/RL33534.html.
15
Nathan, Andrew J., and Andrew Scobell. “How China Sees America: The Sum of Beijing’s Fears.” Foreign Affairs 91, no. 5 (2012): 32–47.
16
Legro, Jeffrey W. “What China Will Want: The Future Intentions of a Rising Power.” Perspectives on Politics 5, no. 3 (2007): 515–34.
17
“The Long Game: China’s Grand Strategy to Displace American Order.” 2021. Brookings (blog). August 2, 2021.
https://www.brookings.edu/essay/the-long-game-chinas-grand-strategy-to-displace-american-order/.
18
“China’s Vision for a New World Order.” January 27, 2020. The National Bureau of Asian Research (NBR) (blog). Accessed February 20, 2022.
https://www.nbr.org/publication/chinas-vision-for-a-new-world-order/.
19
“The Long Game: China’s Grand Strategy to Displace American Order.” 2021. Brookings (blog). August 2, 2021.
https://www.brookings.edu/essay/the-long-game-chinas-grand-strategy-to-displace-american-order/.

6

ability to win over hearts and minds without using military or economic force) that America possesses in
droves.20 In a world of Chinese leadership, principles that are important to the CCP would likely become
norms on the global stage. These principles include national sovereignty and noninterference, especially
cyber sovereignty, and a rejection of the “universal values” approach to human rights, which China sees
as a threat to its model of autocracy.21
Deteriorating Sino-U.S. Relations
Evolution of U.S. Foreign Policy
U.S. foreign policy toward China has evolved greatly over the past century and can be considered
in terms of three distinct postures: containment, engagement, and strategic rivalry. The Sino-U.S.
relationship was of marginal significance before the 1940s, and thus no cohesive U.S. strategy was
employed towards China.22 However, in light of a number of regional conflicts and subsequent policies
that soured relations, including the Cold War, U.S. policies that effectively isolated the PRC, and the
beginning of disputes over Taiwan, the United States adopted a foreign policy strategy of containment.23
Starting in 1947, U.S. containment posture aimed to diminish Chinese (and by extension, Soviet)
influence and military capacity through economic hindrances.24
While this strategy was largely effective, the United States entered a new phase of engagement
with China in the 1970’s, as the United States began to view a normalized relationship with China as
reciprocally beneficial.25 Marked by Deng Xiaoping’s economic liberation policies and President Nixon’s
subsequent trip to China and signing of the Shanghai Communiqué, China effectively opened to the
world, establishing diplomatic relations with the United States and other key actors in the international
order as well as gaining a UN seat.26 The United States believed that, as China economically modernized,
it would subsequently liberalize and thus align itself with American aims and values, a perceived
complement to rising U.S. hegemony.27 However, under President Xi, China’s rapid economic and
ideological rise was accompanied by increasingly illiberal elements in both domestic CCP rule and
China’s outward economic policies.28 Despite recognizing this fact, relations under the Obama
administration only marginally declined, as hope that China may align with U.S. interests persisted.29
However, after President Trump assumed office, he quickly and aggressively employed a strategy
of strategic rivalry, which presents the two nations as fundamentally and diametrically opposed actors
with divergent interests and ideologies.30 President Trump’s implementation of strategic rivalry, citing
unfair economic policies, information espionage, human right abuses, and aggression in the Pacific (to
name a few), took the form of harsh economic sanctions, aggressive “America First” rhetoric—which
20
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included withdrawal from multilateral agreements—and other attempts to diminish and challenge Chinese
power.31 This made the perception of China as a revisionist state intending to challenge the U.S.-led
international order more pronounced.32 Despite campaigning on plans to improve Sino-U.S. relations,
President Biden has not changed U.S. foreign policy posture towards China in any marked way, as he has
kept hardline economic sanctions in place.33 Many argue that his policies echo that of President Trump,
only with a re-entry into multilateralism and veneer of diplomacy.34
Key Events/Factors
The deterioration of Sino-U.S. relations, which began under the Obama administration and
intensified under President Trump, can be attributed to five key factors and events. These catalyzing
factors are as follows: China’s violation of human rights, tensions in the Pacific, the trade war, the race for
tech supremacy, and lastly, China’s aim to replace the U.S. as the global hegemon.35 These tensions
certainly create ideological rifts and emphasize the divergent interests between the two nations, but also
illuminate their deep economic and cultural interdependence.
One of the core tenets of U.S. foreign policy is upholding human rights at home and abroad,
which explains the United States’ denouncement of the Chinese government’s repression of its citizens
and, in particular, the government’s brutal encampment and detention of Uyghur Muslims in Xinjiang.36
This case of government-orchestrated human rights abuses has been classified by the U.S. Department of
State as genocide due to the implementation of contraceptive and sterilization policies aimed at
diminishing the Uyghur population.37 China’s human rights abuses and the United States’ subsequent
response, which has included condemning China on the international stage with sanctions and a
diplomatic boycott of the 2022 Winter Olympics in Beijing, has driven a wedge between the two
nations.38
In addition to human rights abuses, the United States has become increasingly concerned with
China’s expansionist posture in the Pacific, which has taken the form of growing aggression and unfair
maritime practices, as well as military infrastructure projects throughout the region.39 China’s display of
military strength poses a threat to U.S. allies in the region, jeopardizing the sovereignty and opportunities
for independent growth and resource acquisition.40 The United States is also concerned specifically with
Taiwan’s sovereignty, another front on which the United States and China clash.41
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The third force driving the decline of Sino-U.S. relations is the trade war, which largely began
under the Trump administration and has continued under President Biden.42 Both China and the United
States have enacted tariffs of billions of dollars, each citing their respective grievances.43 The United
States claims that China’s unfair economic practices, “including forced technology transfer, limited
market access, intellectual property theft, and subsidies to state-owned enterprises” justify significant
tariffs.44 China, on the other hand, views the United States as attempting to hinder its progress and thus
has responded with retaliatory tariffs.45 The contentious conflict itself, as well as the largely negative
outcome of hardline tariffs for both countries, has led to heightened animosity between the two nations.46
The race for tech supremacy has also exacerbated tensions, as the two countries are
technologically interdependent and thus bear great influence over each other’s technological
advancement.47 The United States is wary of Chinese interference in American technology companies that
operate in China, and China, fearful of its technological reliance on the United States.48 Additionally,
China’s increasing success in the realm of AI threatens a more authoritarian Chinese regime, as its
state-sponsored technology is being used for repressive ends, ultimately undermining American values
and potentially posing a threat to American national security. 49
These five events and factors, including China’s illiberal propaganda initiatives and many of its
actions that oppose American values, highlight China’s rising power and increasing ability to alter the
current international order and status quo.50 With a broad sense that the United States is in decline and in
withdrawal from the world, China wants to take advantage of what they view as an opening to surpass the
United States in global power and replace the United States as the global hegemon.51
Role of Disinformation and Propaganda in Deteriorating Relations
Previously, China’s international standing and public diplomacy was severely lacking in
comparison to other rising and established powers.52 Under President Xi, however, propaganda initiatives
have now become central to China’s plan to oust the United States from its role as the global hegemon.53
Chinese propaganda and misinformation have divided the United States even further ideologically, as
recent Chinese initiatives are in opposition to U.S. foreign policy aims and core values.54 The U.S. has
committed to information freedom and government transparency, as well as initiatives that encourage
liberal ideals abroad.55 However, both domestic and international Chinese propaganda initiatives oppose
these values, as they restrict the availability of diverse information and thus shape citizens’ perceptions of
42
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the Chinese government.56 Chinese news sources and initiatives intending to promote a favorable image
of President Xi’s China have permeated virtually every world region, often portraying China as a country
of peace and prosperity, and the United States and its Western counterparts as chaos-ridden and
disorganized, especially in light of the United States’ handling of COVID-19 cases and recurring mass
shootings.57
At home, China has banned many social media platforms, arrested journalists, and relied on
state-sponsored news sources and censorship to ensure that only a curated image of China is portrayed to
its citizens.58 Abroad, throughout the developing world especially, and even in the United States, there has
been an emergence of state-sponsored Chinese media sources featuring misinformation and propaganda
produced in English, so as to reach a broad audience.59 The threat of Chinese media sources in the United
States is substantial, as China has permeated reputable American news sources with ads and other forms
of propaganda, which undermines the legitimacy of prominent media sites and challenges American
values of information transparency.60 Additionally, Chinese campaigns, including media, infrastructure,
and aid-based campaigns in developing countries reliant on outside support for growth, threaten U.S.
interests.61 Aid-based initiatives give China leverage and a platform to assert its misinformation and
propaganda-based media sources abroad. Thus, the United States is concerned that China’s authoritarian
and illiberal rhetoric and ideology will influence developing countries that rely on Chinese support.62 This
opposition has led to the further decline of Sino-U.S. relations and has illuminated the role of divergent
value systems and oppositional foreign policy aims in the complex relationship.63

Chinese Disinformation Overview
Evolving Disinformation Methodologies
Chinese disinformation campaigns have historically depended on traditional forms of media. The
limited impact of their campaigns have been attributed to the lack of political infrastructure and hesitancy
to use social media.64 As such, critics often characterize past Chinese disinformation as something with
huge operational capacity but hamstrung by clumsy execution.65
However, the picture is very different today. Demonstrating new levels of organizational capacity,
significant advancements in the volume, speed, and sophistication of content generation have resulted in
many disinformation sources covering news events within 36 hours of recency.66 The previously lacking
political infrastructure has also improved, with the creation of institutions and task forces dedicated to
supporting social media disinformation campaigns. Additionally, Chinese-affiliated disinformation
Twitter posts have been found to match working hours and holidays in China, hinting at entire workforces
56
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being carved out to support disinformation.67 It would also be inaccurate to criticize current
disinformation methods for lack of creativity. “Spamouflage” is now a term used to describe the complex
adaptations by Chinese operators to hide disinformation and resurge even after repeated takedowns by big
social media platforms; accounts operate in isolated cells, which allows the content to avoid detection by
Twitter’s content-moderating algorithms.68
Despite the maturation of execution, Chinese disinformation’s goal has remained largely
consistent. As the China Public Relations Association articulated, the 5G era’s new technologies and the
transition to social media will not change the core principles of Chinese Soft Power projection: projecting
a positive image of Chinese culture and ideology.69 China’s focus on defending its own portrayal is also
reflected in the articles they flag as problematic – a Wall Street Journal op-ed titled “China Is the Real
Sick Man of Asia” was identified as defamatory – and the Western media they identify as role models –
BBC documentaries were praised for their objectivity and ability to tell human stories in flattering ways.70
Therefore, narrative-building remains one of China’s main goals in its disinformation campaigns.
Disinformation Actors
State
The Chinese disinformation strategy is largely state-directed because the state has both the
impetus and resources for execution both domestically and abroad. These resources include the
state-owned broadcaster China Central Television (CCTV), which carries out the CCP’s disinformation
campaigns and remains the linchpin in shaping mainstream media.71 Particularly in overseas
disinformation campaigns, it functions as a crucial arm of President Xi’s mission to disseminate the China
Dream into many regions through its international division, the China Global Television Network
(CGTN).72
The state also employs a wide range of nationalistic netizens to dominate discourse on social
media. On one end of the spectrum is the 50 Cent Army, citizens who are paid a low wage (approximately
50 cents per post) to churn out pro-China comments and news to influence social media algorithms.73
Other groups are co-opted into the effort when the rhetoric aligns with state interests. For example, the
nationalistic Little Pinks, students who studied overseas and became disillusioned by overseas portrayals
of China, became a formidable group of internet warriors, censoring and shaping algorithms.74 On the
other end, more personality-centric means are deployed, such as using influencers to appeal to their fan
bases by representing state messages as their own in exchange for payment or other benefits.75
Business
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Especially in the domain of expanding global influence, Chinese businesses facilitate the
expansion of Chinese information suppliers to overseas information consumers. Partnerships range from
business partnerships, such as that between the Shanghai Media Group and Singapore’s Starhub
telecommunications, to domains of Chinese entertainment, such as provincial TV stations like Zhejiang
TV exporting their own entertainment shows modeled after “The Voice.” The “BAT” of China—Baidu,
Alibaba and Tencent—and other rising Chinese applications, such as TikTok (or Douyin), can serve as a
“softer” way of reaching global users.76 The most globalized platform, Tencent’s WeChat, has 1 billion
users worldwide and is the main platform of communication for the overseas Chinese diaspora.77
Hardware exports also demonstrate the collaboration between businesses and state. Xiaomi phones sold
outside China have in-built keyword censorship with an automatically updated vocabulary of banned
words.78 Thus, businesses provide access to information markets the government can capitalize on.
Types of Disinformation
Traditional News Media
China disseminates disinformation via traditional news media by co-opting foreign journalists and
extending the influence of Chinese state-run media into other countries. This exemplifies media
imperialism, the process by which one country extensively infiltrates the media landscape of another.79
Through such initiatives, President Xi aims to inspire foreign media outlets to “tell China’s story well.”80
Perks for foreign journalists include funded travel and free graduate degrees in communication,81 along
with exchange programs for reporters and professional training in China.82 This encourages pro-China
narratives and cultivates China’s image as a committed proponent of global journalism and free press.
The expanding global network of Chinese state-run media also recruits journalists in foreign
countries by offering higher pay and more online exposure.83 Chinese state media tailors its pro-China
messaging to foreign audiences by cooperating with established, trusted local media sources and offering
programming in the viewers’ native language. 84 Such partnerships give Chinese state media solid
footholds in foreign countries, tightening their grip on global media. Additional tactics employed by the
Chinese government to inject pro-China narratives into foreign media include disseminating free stories,
buying space in foreign newspapers for Chinese propaganda, and partnering with news outlets abroad.85
These content sharing agreements facilitate the infection of foreign news outlets with Chinese
disinformation, perpetuating media imperialism. Chinese state media infiltrate foreign news outlets even
in the United States; the Washington Post is one of many reputable news outlets paid to include pro-China
articles provided by the Chinese government, thereby endowing Chinese disinformation with its
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legitimacy as an established news source.86 By enabling Chinese infiltration, American media outlets
demonstrate how monetary interests can compromise media legitimacy and autonomy.
Alarmingly, the global influence of Chinese state-run media is increasing. According to an
International Federation of Journalists (IFJ) survey, the percentage of nations reporting a visible Chinese
presence in their media ecosystems increased from 64 percent to 76 percent in 2020. The survey also
found that the Chinese embassy or ambassador to almost one in five countries frequently commented on
local media coverage of China.87 China’s continued construction of global media infrastructure supports
its global disinformation campaigns. The effects of this influence extend beyond simply spreading
pro-China narratives. As Sarah Cook from Freedom House notes, Chinese media expansion “often
undermines democratic norms, erodes national sovereignty, weakens the financial sustainability of
independent media, and violates local laws."88 Therefore, the global spread of Chinese disinformation
extends far beyond undercutting the geopolitical prowess of foreign adversaries such as the United States.
By undermining the media autonomy of foreign countries, China gains control over public opinion.
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Social Media
The Chinese government also partners with influencers to reach a global audience, often through
social media platforms banned domestically.89 This contradiction indicates how China strategically
employs different types of media to tailor disinformation campaigns to domestic and foreign audiences.
China has managed to infiltrate Western media platforms—such as YouTube, Facebook, and Twitter—by
recruiting influencers to spread pro-China messages online.90 Such messages often involve disinformation
meant to undermine or deflect credible claims of wrongdoings by the Chinese government.91
These influencers fall into two camps: foreign influencers and Chinese influencers. Firstly, China
has assembled a “Foreign Legion” of vloggers to spread pro-China sentiments.92 To entice influencers,
China promotes their content online, funds their travel, pays them directly, and grants them access to areas
off-limits to regular journalists.93 In return, influencers become foreign conduits of Chinese propaganda
and misinformation, encased in the creators’ typical video styles. Although these benefits for influencers
seem generous, they are actually the most cost-effective avenue to spread pro-China narratives, according
to Matt Geraci from the Institute for China-America Studies.94 Secondly, through China Radio
International (CRI), China maintains a global network of influencers who subtly line their content with
pro-China messaging, offered in a variety of foreign languages.95 These influencers try to make
themselves relatable to citizen audiences abroad and counteract negative perceptions about China.96 This
propaganda recognizes local interests, evident in how some influencers speak in Arabic to assuage foreign
fears of Muslim mistreatment.97 Efforts to combat Chinese disinformation should consider both the
expansion of Chinese influencers around the globe and the complicity of foreign influencers.
These initiatives are possible in part because of loopholes in social media platform disinformation
policies; for example, while YouTube policies "require channels to disclose sponsorships or other
commercial relationships," the platform lacks an enforcement mechanism.98 Furthermore, while YouTube
"[labels] channels run by government-funded news organizations," it does not similarly identify their
employees’ personal channels. 99 This lack of accountability allows individual YouTubers to slip under the
radar.100 Luckily, Chinese disinformation in the United States is easier to combat on Facebook and Twitter
because the U.S. legal environment and cultural norms are conducive to companies’ cooperation with
governmental efforts, unlike relations with Vietnamese platforms, for example.101
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Global Disinformation Campaigns
Beyond domestic disinformation campaigns, China has extended its strategies to global regions.
Unlikely to challenge the United States directly in Western cyberspace, Chinese disinformation operates
mostly through proxy and other regional actors. Exemplifying this process, Xinhua boasts news coverage
in over 200 countries and seeks “glocalization” by publishing region-specific news.102 Chinese
propaganda also takes a distinctly cohesive approach that builds economic, political, and personal
relations alongside cyber apparatus, enabling subtler control in the range of its disinformation activity.103
Unchallenged and insufficiently understood, this use of disinformation as an arm of diplomacy calls for
special attention.
Africa
The relative underdevelopment and shallow democratic experience of African states make them
vulnerable to Chinese influence, especially through China’s expanding Belt and Road Initiative. This
program involves investments in infrastructure projects that aim to improve land and sea shipping across
71 countries.104 For example, China supervises telecommunications development in Africa, 105 and private
Chinese companies are heavily involved in building information infrastructure, such as fiber-optic
cables.106 Project agreements so far sum to over $340 billion.107 Critics raise concerns about the economic
imperialism that may follow, with Chinese hegemony expanding into weaker and poorer regions.108 This
economic hegemony would have political consequences, making the propagation of misinformation
abroad easier. For example, the Belt and Road Initiative improves China’s reputation among African
beneficiaries and exports an information approach conducive to “digital authoritarianism” in African
states already veering away from democracy.109 In other words, mimicking its domestic treatment of
journalism, China undermines media freedoms and autonomy by meddling in Africa, exporting an
environment hostile to independent media. This control over African media sources also skews the power
distribution between the state and the media in favor of the former, limiting powerful checks to the
political power of African autocrats. African states indebted to China because of infrastructure projects
would also likely mount less resistance to Chinese meddling in domestic political affairs.
Thus, Chinese disinformation damages media autonomy and democracy in Africa. By avoiding
substantial coverage of salient political issues in favor of lighter topics fostering pro-China sentiment,
China “makes… journalism much less free, less independent and much more pliable to the interests of an
authoritarian state,” in the words of Kenyan journalist John-Allen Namu.110 Omitting coverage of African
states’ antidemocratic actions, China gains favor with African politicians averse to the objective reporting
102
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of non-Chinese foreign news platforms.111 China’s infiltration of local media outlets in Africa has
involved “buying” reporters’ loyalty with publication opportunities. 112 Such offerings are particularly
enticing to African journalists struggling financially; by expanding media accessibility in Africa and
offering jobs to journalists, Chinese money is exchanged for spreading pro-China narratives on African
channels.113
One of the pro-China narratives propagated extensively in Africa is that accusations of Uyghur
genocide are unfounded and spread by the United States.114 For example, Chinese ambassador to
Botswana Zhao Yanbo posted on Twitter: “China’s Xinjiang has never been more prosperous than it is
now, with unprecedented achievements in socio-economic development and improvement of people’s
life.”115 Eric Olander, co-founder of the China Africa Project, concludes that such tweets “reinforce a
Chinese human rights worldview that places social and economic development ahead of civil and political
rights," which appeals to a growing number of African countries that have suffered setbacks in democracy
and human rights.116 Notably, the rhetoric has a narrow audience; since the disinformation does not reach
most African people, it is mainly tailored toward governmental officials who could serve as valuable
allies to China.117
Middle East
With multiple military bases and alliances with regional leaders such as Saudi Arabia and Egypt,
the United States has historically had vested interests in the Middle East.118 As such, China avoids directly
challenging this strong U.S. influence and limits its engagements to economic cooperation.119 China plays
a growing role in Middle Eastern economies, even displacing the U.S. in bilateral trade and oil exports.
This shift warns that China could leverage its economic importance to sow the seeds for collaboration in
the information sector.120 These avenues could then be transformed into disinformation networks through
China’s infrastructural collaboration. Chinese investment in Israel’s Haifa Port exemplifies the potential
use of existing economic relations to leverage foreign political influence; CIA Director William Burns
expressed concerns that the infrastructural access enables Chinese military espionage on a nearby Israeli
Navy base and the U.S. navy it hosts.121 The alignment of Chinese and Middle Eastern economic
interests—for example, as Chinese companies meet the Middle East’s demand for financial
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services—could foster a more receptive consumer environment for the penetration of Chinese information
into their domestic scenes.122
Information sharing with local news outlets has also increased local consumers’ exposure to
Chinese sources. For example, the attraction of Israeli technological talent pool has prompted a triad of
collaborative efforts: translating news for local Hebrew-language newspapers such as The Jerusalem Post
and YNet News, spreading Chinese information sources through China Radio International, and engaging
public figures to spread pro-Chinese messages. 123
Asia-Pacific
Besides the geostrategic impetus for China to form good relations with surrounding countries, the
Asia-Pacific region also presents a lucrative information market because of its growing digital consumer
base; it contains seven of the 20 largest Facebook and Twitter markets and six of the 20 largest Instagram
markets.124 Currently, China does not seek to antagonize U.S. regional partners, such as Japan, Singapore
and the Philippines.125 Instead, its primary influences emphasize harmony, unity and collaboration. This
greatly deviates from the more aggressive “wolf-warrior” nationalistic strategy in fear of local backlash.126
Chinese collaboration with Asia-Pacific countries involves fulfilling domestic needs to minimize
the appearance of intrusion. The domestic needs leave countries vulnerable to Chinese media influence,
especially amidst budgetary cuts across the journalism world as a result of the pandemic and an already
ailing source of advertising lifeblood.127 For example, Thailand’s economically struggling news agencies,
The Nation and The Bangkok Post, have outsourced news coverage to China’s Xinhua Net and generate as
many as 6000 articles a day.128 In exchange for an expansion of their information sphere, the Chinese offer
free content to struggling agencies. The provision of news coverage in an information desert also occurs
in Indonesia, where Chinese state news agencies have translated their content into Bahasa Indonesia and
established branch offices such as Hi Indo! Channel.129 The vacuums created by budgetary cuts have the
potential to erode media freedom, as in the case of Australia, 130 and more generally diminishes domestic
journalism’s capacity to publish political news and defend against political interference.131
These collaborations open avenues for co-opting and buying local journalists’ loyalty. Indonesian
Journalists Association members receive exchange opportunities, training, and exposure through Chinese
journalistic platforms in return for publishing pro-Chinese views in local newspapers. Furthermore,
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Indonesian journalists were invited to the Uyghur camps on highly choreographed tours to cover news
scoops in exchange for portraying a more benign state relationship with the Uyghurs.132 These methods
shape public opinion by proxy through local media outlets, complementing more official information
platforms such as Chinese embassy accounts on Facebook.133
Europe
China utilizes a handful of tried-and-true tactics to propagate pro-China disinformation in Europe.
For example, China offers free content to European news outlets to encourage dissemination; Italian
journalists noted that such offers often occurred, in the words of one journalist, "at the same time that
other news was published that put China in a bad light, how they had handled the Covid situation."134
Other disinformation methods include investing in local European news outlets, paying for pro-China
news supplements in foreign media, using bots to boost online traffic, sponsoring think tanks abroad, and
encouraging diplomats to spread disinformation on social media.135 For example, the Chinese embassy in
France propagated the falsehood that “care workers had abandoned their jobs, leaving residents to die.”136
Social media has been a significant platform for other disinformation about the COVID-19 pandemic,
primarily the alleged inadequacy of U.S. and EU approaches to the crisis,137 along with the Hong Kong
protests.138 China has also tried to clear its name of producing the coronavirus, instead accusing Western
countries such as Italy and Germany. Campaigns in central and eastern Europe take a page from Russia’s
playbook, pushing many alternative truths so that a conclusive truth seems inaccessible.139
Such disinformation campaigns have found particular success in central and eastern Europe.140
Reasons for this vulnerability include the failure of democratic systems to meet expectations; the
complicity of local politicians in spreading pro-China narratives; and general unawareness about China’s
government and foreign influence. In fact, one survey of central Europeans found that 75 percent of
participants had not heard of Jinping.141 By infiltrating local media outlets, China exploits these
weaknesses. For example, in 2016, Chinese investments in Czech local news outlets erased all negative
and neutral coverage of China, painting a uniformly rosy image.142 China also paid for an 8-page
pro-China supplement in a Czech newspaper, hiding behind the guise of local media to make the coverage
appear unbiased.143 In 2019, local news outlets in six different central and eastern European countries
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spread the same disinformation messages about protests in Hong Kong; common sentences among all six
outlets, despite being in different languages, evidenced a highly organized disinformation network.144
Such efforts not only foster favorable perceptions of China but also degrade support for
democracy. Pro-China sentiment corresponds with rising support for autocracy in central and eastern
Europe.145 This development was evident in a 2021 Globsec’s report that noted a decrease of 15
percentage points in respondents’ support for democracy in central and eastern Europe. 146 Claiming
supremacy in values, China seeks to spread ideas about human rights, capital punishment, social
contracts, and ideal political institutions antithetical to Western ideologies.147
Global Counter-Disinformation Strategies
As identified in a European Commision report, global counter-disinformation efforts fall roughly
into three categories: task forces, legislation, and media literacy campaigns.148 For example, in an effort to
deal with its own domestic spread of fake news, China has employed a counter-disinformation
methodology that emulates Western processes of verification, fact-checking, and legal regulations.149
These methods are universal approaches to managing disinformation. Across the globe, big social media
platforms have strengthened measures against general disinformation. WhatsApp, despite its end-to-end
encryption privacy claims, frequently monitors messages that can be shared150; Facebook’s Oversight
Board reviews content policy actions;151 and Twitter’s country-specific transparency reports reveal
disinformation sources.152 These examples demonstrate the need for a concerted, global effort to counter
disinformation and support country-specific measures against Chinese disinformation.
NATO
Guided by the mantra “Understand and Engage,” NATO countries have sought education-focused
solutions. Methods include greater digital communications with citizens, translations of fact sheets, and
content available in wider ranges of languages.153 Especially among Baltic countries, information literacy
has effectively mitigated the effects of disinformation when integrated into nationwide “Total Defense”
frameworks. These efforts are coupled with task forces such as the United Kingdom’s Rapid Response
Unit (RRU), NGO fact-checkers such as Debunk EU, or digital citizen groups like the “Baltic Elves.”154
However, fewer measures specifically target Chinese disinformation, suggesting that NATO’s
concern has primarily been with Russia, while China is seen less as an adversary due to the lack of
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understanding; China was only referenced for the first time in a NATO statement in 2019.155 A lack of
understanding of Chinese disinformation and political warfare exacerbates this oversight.156 As such,
overall evaluation reveals a reduced impetus for NATO to prioritize countering Chinese disinformation.
Europe
For Europe, trade with China initially disincentivized strong disinformation accusations.157
Chinese governmental officials have actively tried to counteract foreign accusations of misinformation,
and these efforts have proven somewhat effective.158 Hoping for trade concessions, the EU softened the
language of a working report about Chinese COVID-19 disinformation in April 2020. 159 One notable edit
was the deletion of a line about China’s “global disinformation campaign to deflect blame.”160 An analyst
condemned the EU's pandering to China.161 This aversion to calling out China by name reflects Europe’s
“actor-agnostic” framing of disinformation, which overlooks particular perpetrators.162 Strategies have
focused on “oblique” approaches, which address disinformation by strengthening supporting institutions
and regional cooperation within the EU rather than targeting the proliferation of disinformation directly.163
However, June 2020 marked a shift in EU counter-disinformation efforts, for the European
Commission formally acknowledged China’s orchestration of anti-West disinformation campaigns related
to the COVID-19 pandemic.164 Soon after this decision, the Special Committee on Foreign Interference in
all Democratic Processes in the European Union, including Disinformation (INGE)165 was established to
track disinformation concerns and formulate an organized response.166 The European Commision has also
pressured social media platforms to amplify disinformation awareness efforts, including the submission of
monthly reports documenting “how they are promoting authoritative content[;]…tools to inform users
when they interact with disinformation; information on efforts to manipulate the platform; and data on
flows of advertising linked to COVID-19.”167 Fact-checkers and researchers are expected to assist social
media platforms in these efforts.168 Finally, the European Commission hopes to form a task force with
NATO and G7 countries to share information about Chinese disinformation and mount a united front.169
China’s disinformation often targets the West as a whole via social media platforms available worldwide.
Asia-Pacific
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The education required to mitigate the effects of disinformation on the public needs governmental
support, and the Asia-Pacific region has seen a range of approaches. Indonesia's Gerakan Nasional
Literasi Digital (GNLD) rallies together 100 institutional partners to improve digital literacy in over 500
locations, reaching 83 million Indonesians.170 Collaboration with businesses also boosts support for
literacy campaigns; for example, the free Digital School Programme run by the telecommunications
company Telenor in Myanmar and Mafindo’s partnership with the Google News Initiative train the
Indonesian public to spot false information online.171
Collaboration with businesses extends into industry-wide approaches to weed out disinformation.
In India, WhatsApp and Haptik Technologies helped the government develop a bot called MyGov Corona
Helpdesk, a chatbot that verifies COVID-19 information.172 Similarly, Mafindo in Indonesia created the
TurnBackHoax website, a fact-checking platform, with Indonesia’s Alliance of Independent Journalists
and the Association of Indonesian Cyber Media. Google also helped develop technology for fake imagery
recognition with a $2.3 million fund.173 However, as with NATO, Asia-Pacific counter disinformation
efforts are more general and not specific to Chinese disinformation, perhaps due to the collaborative
nature in which China entered the regional information sector.
Taiwan Case Study
In Taiwan, the CCP has used a number of social media platforms as well as traditional media
sources to undermine trust in the Taiwanese government, present an inflated view of China, and
emphasize the apparent unreliability of U.S. diplomatic assistance.174 Taiwan has been the most active
testing ground for Chinese disinformation campaigns and has especially garnered the focus of the
People’s Liberation Army (PLA) and the special PLA Strategic Support Force, which functions as an elite
disinformation force for the Chinese army.175 Examining Taiwan is helpful for analyzing disinformation
countermeasures not only because of the country’s experience managing the brunt of China’s overseas
disinformation campaigns, but also because of its success in guarding against exploitable fault lines and
avoiding polarization.176 Taiwan’s government utilizes five main methods of countering disinformation.
First, it monitors traditional and social media, preemptively tracking political conversations. Each
ministry has a dedicated department for timely responses should political conversations stray into
disinformation.177 The restructuring of these disinformation task forces into offices directly within the
ministry expedites response times from days to hours. However, reliance on task forces staffed by the
incumbent political party might cause inconsistency and loss of expertise each election cycle.178
Second, the government debunks falsehoods with both official press conferences and corrective
memes. During the pandemic, the Minister of Health has held daily press conferences to establish a
reputable source of information in this climate of vulnerability to disinformation.179 In tandem, ministries
170
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share correct information in viral meme formats to displace and replace disinformation through the
“humor over rumor” method.180 Chinese disinformation strategies, like the “sticker war” targeted at
defaming President Tsai Ing-wen use sticker and emoji packs on chat platforms, use the virality of the
Internet to their advantage.181 The Taiwanese response of using the virality of internet memes allows
correct information to be amplified by algorithms in a cost-effective way, matching the sheer scale of
Chinese disinformation.182
Third, Taiwan’s strategy avoids shaming domestic perpetrators, instead treating disinformation
like a curable virus. Efforts are concentrated in media literacy campaigns; representatives sent to rural
areas raise awareness for disinformation, the standardized secondary school curriculum addresses media
literacy, and campaigns engage libraries and community centers to educate a broader populace.183
Fourth, the government legislates punishment for actors outside of Taiwan involved in
disinformation. The four pillars that underscore the Taiwanese government’s policy formulation (to
identify, debunk, curb and punish) mimic this incremental severity and culminate in legal repercussions.184
The anti-infiltration bill, which issues a fine and criminal sentence of five years in prison to punish
collusion with Chinese actors, more importantly functions as a symbolic bill to deter potential
aggressors.185 Punitive legislature is seen as necessary to formalize counter-disinformation and provide
longer-term solutions in a democracy, yet the anti-infiltration bill has demonstrated the potential for
backlash for its heavy-handedness–a controversy that becomes ripe for exploitation by disinformation
actors–and might counter-intuitively result in a spike of disinformation campaigns.186
Finally, the government collaborates with overseas actors to control transnational avenues of
disinformation. A Taiwan-Facebook partnership took form in the “regional elections center,” which
deplatformed 260 groups and accounts linked to electoral manipulation.187 The Line app, used by 90% of
Taiwanese, also created an in-chat bot Cofact that fact-checks messages received specifically to respond
to 2018 electoral interferences.188 However, the path to government-media platform collaboration is paved
with tensions of competing priorities; obtaining user data from Facebook for legislative enforcement is
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difficult because of the decentralized nature of Taiwanese headquarters and because most data lie under
the jurisdiction of the U.S. headquarters exempt from Taiwan’s legal purview.189
When tracing information becomes difficult, the Taiwanese government enlists netizens and civil
society, including the Taiwan FactCheck Center and the Fakenews Cleaner, a foil to China’s 50-cent army
netizens.190 In the most extreme cases, Taiwan bans video platforms like iQiyi from Baidu and Tencent,
video conferencing tools like Zoom, and hardware from Huawei, especially for government employees.191
Shortcomings
Several common shortcomings become clear among global responses to disinformation, offering
insight into how the United States can design effective counter-disinformation strategies. Firstly, reliance
on government-led efforts is insufficient to address the dynamic nature of disinformation. Many spheres
require the involvement of civil society and businesses to enable holistic and cost-effective responses.
However, one must be cautious of over-reliance on businesses. Companies are beholden to economic
interests, a fault that Chinese media companies have capitalized on to reach overseas markets. Social
media platforms are also beholden to duties of upholding freedom of speech, a priority that can clash with
content moderation. Second, a balance between long-term legislative solutions, which are critical in a
competitive democracy, and softer approaches to engage the populace, is essential to minimize the
potential backlash from the citizenry demonstrated in the Taiwanese case. Third, indiscriminate bans are
undesirable because they alienate potential allies and create a Hydra problem in which closing down a
platform causes disinformation to simply migrate to other avenues and multiply. Finally, current efforts
lack the spirit of collaboration that enables the success of Chinese disinformation. State and non-state
actors must collaborate internationally because cyberspace is not dictated by geographical boundaries.
Current Anti-U.S. Disinformation
China's propaganda and disinformation campaigns suggest that China views the United States as
a considerable threat and rival for global dominance. Two topical anti-U.S. disinformation campaigns
concern the COVID-19 pandemic and the Russian invasion of Ukraine.
The CCP tactic for tackling the COVID-19 crisis has been to "pump up the seeming good news
about the party and suppress the bad."192 According to a 2020 International Federation of Journalists (IFJ)
survey including 54 journalist unions from 50 different countries, these efforts have been effective.193
Notably, media perceptions of China have improved in over 25 of the 50 countries surveyed.194 This
indicates Chinese state media’s extensive influence and infiltration of foreign media networks.
Following in Russia’s footsteps, China utilizes bots and trolls to promote COVID-19
disinformation and conspiracy theories.195 Since March 2020, CCP officials and state-affiliated social
media accounts, as well as state-run media outlets, have mounted an aggressive disinformation push that
attempts to pin the origin of the COVID-19 virus on the United States and magnify the shortcomings of
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the American government’s pandemic response, largely to overshadow claims that it is China’s fault. 196
Over Twitter, the Deputy Director of China’s Foreign Ministry Information Department, Zhao Lijian,
started a conspiracy that the U.S. Army brought COVID-19 to China during the Military World Games in
October 2019, catalyzing the pandemic. Propagated by a range from low-level trolls to government
officials,197 this message and the hashtag “#ZhaoLijianPostedFiveTweetsinaRowQuestioningAmerica”
spread like wildfire.198 Although the conspiracy sounds outlandish, it could still have diplomatic
consequences. If Chinese leaders believe the misinformation concocted by lower-level officials, they
might approach Sino-U.S. interactions with heightened animosity.199
Disinformation campaigns about the Russian invasion of Ukraine also seek to malign the global
reputation of the United States, allowing China to fill the consequent power vacuum. Nationally and
internationally, China promotes a narrative of the United States as the primary aggressor in the conflict.200
This disinformation praises China as the peacemaker and brands the West, particularly the United States,
as warmongering and imperialistic.201 China also co-opts Americans’ criticisms of their own government
that corroborate China’s disinformation campaigns.202 Making the United States appear belligerent and
incapable of satisfying its citizens, China undermines international respect for the U.S. government.

Chinese Election Interference
The National Intelligence Council’s report on foreign threats to the 2020 U.S. federal elections
details the important difference between influencing and interfering in elections. Election influence, on
the one hand, “includes overt and covert efforts by foreign governments or actors acting as agents of, or
on behalf of, foreign governments intended to affect directly or indirectly a U.S. election – including
candidates, political parties, voters or their preferences, or political processes.”203 Election interference,
however, “is a subset of election influence activities targeted at the technical aspects of the election,
including voter registration, casting and counting ballots, or reporting results.”204 Although this report
concluded that the Chinese government did not interfere in the U.S. 2020 presidential election, evidence
suggests that they did consider it.205
It is important to establish China’s capacity to interfere. Precedence for China engaging in general
election influencing exists, such as during the 2021 Canadian federal elections.206 When it comes to
election interference, there is sufficient evidence to suggest that China has the necessary means to
successfully impact a foreign election. In addition to China’s hacking resources and abilities, the issue of
access must also be considered. A 2019 report by the supply chain monitoring firm Interos revealed that
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in one voting machine, around 20% of the parts were made by China-based companies.207 With this level
of skill and access, it is therefore highly likely that China has the capability to interfere in U.S. elections.
To mitigate the risk of future election interference, it then becomes important to understand the
motivations and barriers that contribute to China’s decision of whether to intervene.
Motivations and Barriers
Motivations
Several factors could incentivize the Chinese government to interfere in U.S. elections.
Interfering in U.S. elections could increase the likelihood of an administration favorable to China’s
foreign policy aims. This could lead to favorable trade agreements or other such arrangements. Through
election interference, countries can alter other countries’ foreign policies to benefit their political,
economic, and military interests.208
Interfering in elections would not only allow China to shift foreign policy to their advantage but
also provide a way for them to undermine the United States, notably in regards to their sovereignty and
legitimacy. Fair election results provide a sense of government legitimacy in democracies. Any form of
interference would render election results untrustworthy and thus highly endanger this legitimacy, with
potentially great consequences on American democracy. Indeed, when discussing Russia’s possible
interference in the 2020 presidential elections, the report by the National Intelligence Council stated that
interference can foster distrust in election results, “undermining public confidence in the electoral
process.”209 Thus, China might use election interference to weaken domestic public support for the U.S.
government.
Finally, claims of election interference are increasingly normalized in today’s geopolitical
climate. After his loss in the 2020 U.S. presidential election, Donald Trump claimed that Russia
intervened in the election, although evidence suggests that this was not the case.210 New international
norms could embolden President Xi, given that other countries are less likely to hold him accountable via
sanctions (and other disciplinary measures) if he decides to interfere in foreign elections.
Despite numerous motivations for interference, evidence suggests that the costs of intervention
have outweighed the benefits for China so far. The NIC report deemed that “Beijing probably judged the
risk of interference was not worth the reward.”211 The following section details the barriers that have
deterred Chinese action.
Barriers
Examining the 2020 presidential election yields the conclusion that China likely did not see the
merit in backing one particular candidate. Dov Levin, an expert on foreign election interference, explains
that one of the conditions for election interference is that the interfering country “sees one of the
candidates or parties in the target country as a threat to some of its key interests,” and election inference
seems the most viable way to neutralize that threat.212 This sentiment is echoed in the NIC report, which
recognized a bipartisan consensus against China that left little opportunity for a pro-China administration
regardless of the election outcome.
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Secondly, the NIC report suggested that China currently seeks a somewhat stable relationship
with the United States, a goal that deters interference. After witnessing the U.S. backlash in response to
the supposed Russian interference in the 2016 U.S. presidential election, China likely noticed the
significant damage to Moscow’s relationship with the United States. Therefore, China may choose not to
interfere in an effort to stay on good terms with the United States.
Thus, many motivations and barriers factor into China’s decision to interfere in elections. While
many experts believe the barriers to election interference have been predominant, a minority view does
claim that some Chinese interference has occurred.213 As discussed later in this report, the United States’
current infrastructure makes it almost impossible to truly determine if interference took place.
Influencing Opinions
This section focuses on the ways in which disinformation campaigns can influence voters.
Gathering Information
China has been known to gather information prior to influencing voters. Substantial evidence
indicates that the Chinese government has conducted hacking initiatives to obtain pertinent information
on the inner-workings of American politics. 214 In September 2020, Microsoft reported Chinese efforts to
gain information on the presidential election. This included attempts to hack into future President Biden’s
campaign database and American think tanks such as the Atlantic Council and the Stimson Center.
Microsoft’s report explains that this happened through the Chinese state-sponsored hacking group
Zirconium’s use of web bugs (or web beacons) tied to a domain that the group purchased and populated
with content. The domain’s URL was then sent as text or an attachment in an email to a targeted account.
Despite the domain itself only having benign content, the web bug allowed Zirconium to monitor the
user’s attempt to access the site. This simple reconnaissance mechanism allowed state actors to identify if
the targeted account was valid or if the user was active.215
These efforts were likely part of a larger attempt by the Chinese government to better understand
political actors in the United States, including both the electorate and political candidates.
Social Media
As identified earlier, social media serves as one of the biggest conduits for disinformation.
Leading up to the 2020 presidential election, Facebook removed 155 accounts, 11 pages, 9 groups, and 6
Instagram accounts that had originated in China and violated Facebook’s “policy against foreign or
government interference which is coordinated in authentic behavior on behalf of a foreign or government
entity.” However, closer examination revealed that these accounts posted information both for and against
various candidates rather than favoring one candidate.216 Experts determined that this approach “focused
on driving division,” exacerbating existing polarization of the American electorate. 217
Beyond simply driving public division, China has the potential to harness social media as a
powerful tool to influence voters’ decisions. In a Princeton paper titled “The Effect of Social Media on
Elections: Evidence from the United States,” which looked at the case of Twitter, the researchers show
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that “a 10% increase in a county’s number of Twitter users lowered the vote share of Republican
presidential candidate Donald Trump by 0.2 percentage points.”218 Therefore, there is a link between
exposure to social media and voting that China can exploit.
Official Statements
Historically, these social media attacks have largely been disguised or not publicly acknowledged
by China. However, foreign actors have noticeably altered their tactics since the 2016 presidential
election, with China starting to influence voters through more overt channels. Nicholas Pickles, Twitter’s
director of Public Policy Strategy and Development, told the House Intelligence Committee in 2020 that
he and his colleagues had witnessed fewer coordinated efforts to spread false information or heighten
divisions among Americans on social media; instead, such attempts more frequently occurred through
official government channels (including government social media accounts).219
Interfering with Hardware
Beyond influencing opinions, there is fear that China may choose to directly interfere in elections.
Although the current consensus is that China did not interfere in the 2020 presidential election (see
section “Motivation and Barriers”), the United States’ vulnerability and precedents are a cause for
concern.
Precedents
There have been previous cases of Chinese cyberattacks on U.S. citizens, companies, universities,
and government organizations. Although there is no evidence of direct Chinese interference with U.S.
electoral systems, these cyberattacks are indicative of China’s ability to do so. A notable infringement on
privacy was China’s cyberattack on Microsoft’s Exchange email server, which exposed around a quarter
of a million systems globally—primarily small or medium-sized businesses and organizations—at least
30,000 of which were compromised.220
In light of the cybersecurity breach of the major software company SolarWinds in 2020, there has
been heightened concern over the vulnerability of the United States’ electoral software. The incident
involved a Russian hacking campaign that exploited an update of network management software to
penetrate thousands of organizations, including parts of the U.S. federal government. This event
constitutes the largest cybersecurity breach of federal systems in U.S. history.”221 Although evidence
suggested no tampering with election systems in this breach, the event raises the concern that such
election interference could be possible.
China Teaming Up
Currently, the prospect of China teaming up with other countries to interfere in U.S. elections
seems unlikely. Whereas the United States has historically been part of many groups and alliances, such
as NATO, China has yet to establish similar relationships with other states. Also, considering the United
States’ powerful role in the global economy, other states are unlikely to endanger their relationships with
the United States and ally with China.
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However, Russia does pose a concern as China’s most likely ally.222 The two countries are already
working together to spread disinformation, such as misinformation about U.S. weapons in Ukraine. Other
countries that have sought to interfere or influence elections, such as Iran, could also be potential allies for
China when looking to interfere in elections.223

Policies
Existing Policies
Private Sector Content Regulation
Regulation of private sector content, especially in the social media realm, could be one the most
important avenues toward combating Chinese disinformation aimed at the United States and its allies.
Social media has become a pivotal tool in the arsenal of Chinese influence operations because of its
advantages over traditional media sources, such as newspapers. Social media platforms such as Facebook
and Twitter have fundamental structural differences than traditional media, including their unlimited
bandwidth (i.e. millions of accounts can be created for influence operation purposes, such as the
campaign to fake Uyghur video testimonials, and these can be targeted to increasingly specific
demographic groups).224 Additionally, social media companies tend to act as conduits rather than
publishers of content. With some guidelines in place, they are merely canvasses onto which
user-generated content is projected. For users, this means that scrolling through one’s Facebook or
Instagram feed is to take in a platform with little human agency involved in its construction; the content
that they see is determined by algorithms designed to maximize their time on the platform, but the
accuracy or implications of that information is not considered.
To understand the importance of private sector regulation, it’s useful to observe the extreme
lengths that the CCP has gone to in order to utilize these platforms for nefarious information purposes. On
Facebook, for instance, the Chinese government has hired private contractors to assist in what it has
dubbed “public opinion management” and the “battle of public opinion.”225 These private contractors,
including companies such as OneSight, help create bot accounts or hack and co-opt pre-existing user
accounts to disseminate misleading content or amplify disinformation posts by state media sources via
likes and retweets. In summer 2021, a legion of fake accounts systematically amplified the claims of
Wilson Edwards, a Swiss biologist asserting that the United States had pressured the World Health
Organization to blame the origin of the coronavirus on China.226 In August, Facebook’s moderators took
down Edwards’ account after coming to a key realization: he didn’t exist. For more than two weeks,
however, Edwards’ false claims snaked their way through the social media ecosystem with the assistance
of Chinese state media outlets. Furthermore, Facebook did not explain the incident in detail until the
release of its yearly adversarial threat report in December. The company’s reactionary response, which
has been mirrored by the actions of other platforms such as Twitter in response to disinformation,
illustrates the need for governmental reform pertaining to transparency and content regulation.
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Currently, the most important legal framework that affects social media companies is the
Communications Decency Act (CDA), a law passed in 1996 that originally intended to restrict free speech
on the Internet. Certain provisions of the law were struck down in the Supreme Court, however, and the
clause that has the most bearing today is Section 230. It states that “No provider or user of an interactive
computer service shall be treated as the publisher or speaker of any information provided by another
information content provider.”227 Essentially, any online service that publishes third-party content is not
legally responsible for the words and actions of its users, leaving companies like Meta legally
unaccountable for the disinformation on their platform. The clause has been credited with allowing for the
proliferation of speech and information on the internet, with the Electronic Frontier Foundation dubbing it
“the most influential law to protect the kind of innovation that has allowed the Internet to thrive since
1996.”228 It is also a shield for platforms that allow disinformation and fake news to run amok.
In recent years, the window of opportunity has moved on regulatory changes to the CDA and
introducing new regulations requiring social media platforms to more strictly regulate content. The
federal government is currently examining Section 230, with potential proposals including the
introduction of minimum transparency standards in order for companies to qualify for Section 230
protection as well as carve-outs within the law that could target disinformation specifically.229 When
identifying carve-outs, the government could use the current exceptions for criminal and
intellectual-property related claims as a model, as well as the Fight Online Sex Trafficking Act and the
Stop Enabling Sex Traffickers Act, two bills which passed in 2018 and reduced protections for online
platforms featuring posts about prositition and trafficking.230
Another policy intervention that could move the needle on disinformation spread through social
media is requiring full disclosure of content moderation rules and enforcement used by different
platforms. Though companies such as Facebook and Twitter have increased their self-regulation and
explained some of these moves to the public (e.g. Facebook’s Oversight Board and Twitter banning
70,000 accounts associated with the QAnon conspiracy), they rarely offer specific explanations for their
actions with regards to individual posts.231 The Aspen Institute’s Commission on Information Disorder
and the Cyberspace Solarium Commission, two nonpartisan bodies researching disinformation, both
published reports during 2021, argued that social media companies should be compelled to become more
transparent about their content moderation in order to promote a greater understanding of their platforms
and ensure accountability for equitable rules enforcement.232 233 Such a system would expose egregious
practices such as Facebook’s “whitelist,” which exempts high-profile users from typical content
moderation actions. More importantly, it ensures that companies treat private users, foreign governments,
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and non-state actors with an even hand in order to prevent the spread of disinformation through their
services.234
Current Transparency Regulations
In order to understand how to counter Chinese disinformation in the United States, it is important
to address current media transparency regulations and their failings. There are two major regulatory
frameworks in the United States: the Foreign Agents Registration Act (FARA) and the Federal
Communications Commission (FCC).
FARA is the standing legislation that defines and attempts to regulate how foreign agents,
individuals, and entities interact with the press.235 It was enacted in 1938 in response to foreign
propaganda leading up to World War II. 236 More than anything, it did not aim to control foreign actors’
ability to create and proliferate propaganda in the United States. Its goal was to put propaganda and
foreign actors at the will of the court of public opinion.237 By giving the public all of the information on
the motives behind any propaganda originating from a foreign state actor, the act enables the public to
either avoid it or view the foreign nation more negatively. While revealing the actors behind propaganda,
this method preserves freedom of expression and the ability for the media to have open discourse.238
FARA has a complicated relationship with implementation and enforcement. Implementation
depends on the government’s ability to consistently enforce FARA across the media, which it has
historically failed to do. Compliance with FARA requires foreign government-funded media entities,
whether it be individuals or outlets, to register with the United States Department of Justice and label all
of their propagandistic and state-funded media.239 It also requires some agents to periodically publish the
nature of their relationship to various states and disclose the work that they do as foreign actors on behalf
of foreign states. This all serves to allow the continued proliferation of foreign state media while ensuring
that consumers in the United States are aware of the motivations behind the media.
Historically, FARA has relied almost entirely on voluntary compliance. 240 However, in some
cases, the Department of Justice has taken criminal and civil action against foreign actors who have failed
to comply. Criminal action is taken when an individual or entity actively avoids registering with the
Department of Justice, while civil action is taken when there is evidence that an individual or entity is in
violation, resulting in an injunction requiring registration.241 The FARA has historically been incredibly
underenforced. In 2016, however, during the Russian election interference scandal, the House
Appropriations Committee required the Department of Justice Office of the Inspector General to review
FARA enforcement. They found these deficiencies, leading to an uptick in enforcement to prevent the
public from being misled by foreign actors with regard to elections and other political issues. This act is
expanded upon in the work done by the FCC, which focuses on the enforcement of disinformation acts.
The FCC regulates all communications in the United States as an agency under Congress242 by
enforcing the Communications Act of 1934. 243 This puts disinformation and foreign propaganda through
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communication means – radio, television, wire, satellite, and cable – under its purview. This specifically
comes into play with false information, since part of its mission is to enforce the prohibition of false
broadcasting that will cause substantial harm to the public. Thus, the FCC monitors the media to ensure
that the public is receiving accurate information and is not being presented with false news.244 While
FARA focuses on the regulation of foreign agents, the FCC focuses more generally on misinformation
from domestic and international sources.245 As of 2021, the FCC had suggested further guidelines that
would require broadcasters to disclose the foreign status of agents, missions, media outlets (domestic and
international), or countries when transmitting a program.246 This would expand the requirements for
disinformation identification to include foreign propaganda and allow the FCC to use FARA to strengthen
public understanding of media and propaganda sources.
Altering Transparency Regulations
In order to respond appropriately to the threat of Chinese propaganda to our national integrity,
transparency regulations must be altered and extended across different media types. In this, there are two
approaches: passing legislation that will force media outlets to reform themselves and modifying the
Foreign Agents Registration Act (FARA) to align with the needs of the modern media landscape.
The primary approach emphasizes transparency through new legislation. One such piece of
legislation is the Platform Transparency and Accountability Act, a bipartisan bill proposed by Nathaniel
Persily, a Stanford law professor.247 This act would require media outlets to provide data access to
independent researchers. This would allow for better reporting abilities and would make it much more
difficult for state propaganda to proliferate through the U.S. media landscape. Independent research seems
to be a realistic solution. It would also require media outlets to publish raw data and statistics about their
organizational operations.248 If it were mandated, outlets would be unable to present biased information or
geographically skewed data, creating a more open media environment. This is a common practice in other
nations, especially in the European Union. Examples such as The German Network Enforcement Act, the
U.K. Online Harms Bill, and the EU Digital Services Act could be used as models for an American
version.249 This act would require collaboration between media outlets and the government, opening up a
dialogue that might help media outlets protect themselves from propagandistic stories. Applied to both
social media and traditional media outlets, it would also create a more direct link between the two,
bringing U.S. media legislation into the 21st century.
Beyond traditional media (broadcast, radio, type, etc.), social media is an essential target for
legislation with regard to propaganda and transparency. Social media typically functions using algorithms
that prioritize content that the algorithm determines will appeal to the user and keep the user engaged.
However, this often has extremizing effects.250 The algorithm will promote more and more extreme
content with regard to topics of interest to the user in order to gradually reshape their opinions. As such,
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algorithms must be addressed in legislation to ensure that unlabeled state propaganda does not proliferate
as a result of these extremizing effects. This requires legislation that mandates the consistent
implementation of transparency policies as well as clearer labeling when content originates from foreign
state actors. In some cases, certain aspects of a social media site, typically temporary stories or live
videos, are not labeled as state-controlled media.251 Since these temporary features serve as an important
avenue of information dissemination, it is essential that they are regulated. Furthermore, social media sites
should be required to label their content in a uniform and standardized manner to make it obvious when
content is propagandistic. Social media companies could create their own, collaborative Foreign Agents
Registration database, drawing upon shared information to ensure that each site complies with regulations
and has equal opportunities to protect its users.252 This database could be managed by the U.S.
government itself, or it could be a crowdsourced, social media version that tracks various accounts. This
legislation does not yet comprehensively exist, but it is essential to protect the general public from
state-funded disinformation.
Finally, it is essential that FARA be updated to match the needs of the current media landscape.
Currently extremely outdated, the act was created for an entirely different media world that was not our
21st century’s globalized and constant media. Propaganda in 1938 was very different from today’s
propaganda, and it was much more difficult to disseminate.253 Updating FARA to encompass social
media’s unique problems is an important start. The changes should also encompass counterintelligence
and counterpropaganda tools, which would allow not only for the identification of state propaganda but
also for action to be taken against state propaganda machines. The 2019 International Law Section of the
American Bar Association FARA Task Force came up with recommendations to modernize FARA. It
outlined two paths: congressional action and Department of Justice (DOJ) action.254 Congressional action
would entail a call for increased clarity and importance that would bring FARA’s scope in line with policy
goals by defining terms clearly to match the globalized media world. The second course of action
addresses the problem of the DOJ releasing advisory opinions that tend to chart an inconsistent approach
to reform. Instead, it is essential that the DOJ releases generally applicable policy guidance that would
allow for the simplification of FARA and allow it to be most consistently interpreted and better enforced.
The most important goal of new transparency regulations must be the modernizing of our old
regulations. This will allow our current legislative world to enter into the realm of social media and global
media outlets rather than allowing past legislation and precedents to lapse into obsolescence. This will
require the creation of a new regulatory structure that emphasizes collaboration and consistent
transparency across platforms so users can easily identify when they are being targeted by state
disinformation and propaganda.
Ensuring Third-Party Researcher Access to Data
The crux of many social media companies’ business models, and the factor that makes them
vulnerable to targeted disinformation campaigns, is the sheer quantity of data that is collected in order to
optimize the content (and advertisements) presented to users. A leaked internal Facebook memo from
2018 revealed how the company’s AI hub collects trillions of behavioral data points on users every day
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and produces six million behavioral predictions every second.255 This immense volume of data makes user
privacy an especially thorny problem for large companies, with data leaks such as the Cambridge
Analytica scandal that afflicted Facebook in 2018 seriously damaging social media platforms’ credibility
and putting a copious amount of sensitive data at risk.256 One way to combat these problems and expedite
the search for effective policies to combat disinformation is for companies to share internal data with an
outside party, specifically third-party researchers.
Sharing data with third-party researchers will be most effective if it is spurred on by the largest
social media companies, which are also the largest sources of social media information manipulation. A
report published in 2019 by the Computational Propaganda Research Project at the Oxford Internet
Institute ranked the social media platforms being used to disseminate disinformation in the most
countries: Facebook and Twitter topped the list, followed by WhatsApp, YouTube, and Instagram. 257
Given that Meta, Facebook’s parent company, owns three of these top five social media disinformation
spreaders, in addition to the fact that Twitter has long been the object of misinformation research because
of its accessible application programming interfaces (APIs), this report will hone in most on Meta’s
shortcomings in data sharing and possible solutions.258
In 2018, Mark Zuckerberg, the CEO of Meta, announced that his company would share more data
with third-party researchers in an effort to avoid a repeat of 2016, when fake news on Facebook was
thought by many to have unduly influenced American voters’ decisions in the presidential election. 259
Research on the election cycle has challenged the narrative that false news relating to the candidates
drastically impacted users’ behavior; nevertheless, it was an important turning point in the path to
adequate data sharing.260 In its aftermath, Meta partnered with Social Science One and Social Science
Research Council, two independent research organizations, to select researchers from 30 institutions in 11
countries to gain access to swathes of Facebook data that would ostensibly reveal how different types of
content are shared and consumed on the platform. The 60 winning researchers were promised access to
the CrowdTangle API, which reveals how public Facebook and Instagram pages, groups, and posts
perform compared to others; Facebook’s advertising library API, which allows researchers to see
advertisements posted in various countries and the company’s URL data. This includes all URLs publicly
shared by at least 100 unique users and measures the engagement generated by such links.261
Concerns emerged about the utility and breadth of Facebook’s data sharing almost immediately
after the company’s announcement. Mozilla, a nonprofit collection of internet developers and researchers,
wrote in 2019 that the ad library API that Facebook shared with researchers “leaves something to be
desired.”262 Specifically, it only met two out of the five guidelines that Mozilla and a group of 60
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researchers had published for a functional, open API that could be researched effectively. This
shortcoming only scratched the tip of the iceberg of the issues in third-party researcher access. By late
2019, seven nonprofit groups involved in funding the Facebook research efforts had threatened to pull out
of the project because the data that the company had promised was not forthcoming.263 Apparently, in an
effort to balance information sharing with user privacy, Facebook started to apply a policy of “differential
privacy” in its data sharing.264 Differential privacy gives researchers access to data about broad groups but
offers little insight into the activity of individual users, even anonymous users. This policy has already
hindered the activity of researchers like Ariel Sheen, a Colombian doctoral student attempting to study a
disinformation campaign on Facebook linked to the Venezuelan government.265 It is also likely to hinder
researchers of Chinese disinformation attempting to study past information campaigns, such as the
Edward Wilson hoax, or even ongoing campaigns. Therefore, inadequate data sharing from Facebook and
other platforms can be seen as a major boon to Chinese information campaigns on those platforms.
While concerns about user privacy are valid given Facebook’s recent history, it is likely that the
company is not entering into the data-sharing process with good faith. Only government action will
compel Facebook and other platforms to share complete, useful data with researchers. Simon Hegelich,
one of the researchers who was granted access to Facebook’s data, pointed out in an op-ed published in
Nature in 2020 that contradictions within the data sets provided by the company undermine its argument
that providing limited data will protect user privacy.266 Within the CrowdTangle API, for instance,
researchers can access information about who has reacted to a post and how, but the data still isn’t useful
because it is difficult to statistically analyze.267 In other words, with CrowdTangle Facebook both offers
data about individual users, contravening its stated privacy goal, but still offers little usable data to
researchers. Importantly, Hegelich also points out that Social Science One, one of the nonprofit initiatives
helping to intermediate between the company and researchers, was created in part by Facebook. Its
co-chairs were selected by Facebook and allied organizations, making it more vulnerable to the
company’s pressure than truly independent scientific organizations and therefore less prone to challenge
the company on its conservative approach to data sharing.268 If the U.S. government were to set guidelines
for adequate data sharing by social media platforms—that is, take into account the stated needs of the
actual researchers who will be examining the data—the status quo of researchers struggling to find data
sources or validate their research findings could be upended.
Reforming the U.S. Election System
Philip Stark, a professor at the University of California Berkeley and a federally appointed
advisor to the U.S. Election Assistance Commission (EAC), suggested 3 steps to ensure safer elections:
creating a paper trail, securing chain of custody, and auditing.
Paper Trail (Showing the Voter’s Side)
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Studies have shown that only 6 percent of voters ever note any discrepancies in the ballot
marking device (BMD) process. Most voters fail to accurately review paper ballots printed by BMDs,
even after being instructed to do so.269 In cases where discrepancies are pointed out, it is also difficult for
the voter to prove the situation, since their voice is weighed against the machine’s supposed reliability.
Furthermore, there are currently no mechanisms in place for a voter to pursue action if they believe their
vote was not well reported.
Fixing these issues requires a paper trail. People should fill in their own ballots rather than relying
on machines. With a paper ballot voting system, ballots can be recounted by hand to determine whether
buggy or hacked software has affected an election outcome. This solution would also be less expensive
than purchasing and operating the voting machines currently in use across the country.
Secured Chain of Custody
Stark also called for more security and transparency around the voting process. With weak
custody and security rules, the paper trail still would not offer a trustworthy record of the votes. Chain of
custody evidence and supervision is necessary for a hand count to show who truly won an election.
Audits
Forty-six states have auditing mechanisms in places. However, most of these states employ
traditional auditing, which requires a much larger sample of ballots. Stark proposed a different method of
risk-limiting auditing. After inputting a random number, the number of ballots per candidate, and the
desired accuracy, his algorithm yields the number of random ballots that must be located and
double-checked in order to lend credibility to the election outcome. If foreign actors such as China had
interfered in the election and created a tabulation error great enough to change the outcome of the
election, Stark’s risk-limited audit would catch the discrepancy. This method of auditing offers benefits of
genuine probability, transparency, reproducibility, and public participation.270

269

Appel, Andrew and DeMillo, Richard and Stark, Philip B., Ballot-Marking Devices (BMDs) Cannot Assure the Will of the Voters (April 21,
2019). Available at SSRN: https://ssrn.com/abstract=3375755 or http://dx.doi.org/10.2139/ssrn.3375755
270
O'Brien, Miles, and Philip Stark. How some election officials are trying to verify the vote more easily. Other. PBS News Hour. PBS, October
29, 2020.

35

Bibliography
Akademie, Deutsche Welle. “China's Media Strategy in Africa and Its Impact on the Continent: DW:
03.12.2020.” DW.COM, December 3, 2020.
https://www.dw.com/en/chinas-media-strategy-in-africa-and-its-impact-on-the-continent/a-55799
873.
Alba, Davey. “Ahead of 2020, Facebook Falls Short on Plan to Share Data on Disinformation.” The New
York Times, September 29, 2019, sec. Technology.
https://www.nytimes.com/2019/09/29/technology/facebook-disinformation.html.
Allison, Graham. “Is China Beating the U.S. to Ai Supremacy?” Belfer Center for Science and
International Affairs, 2020.
https://www.belfercenter.org/publication/china-beating-us-ai-supremacy.
APC, “Report highlights cyber risks to US election systems”, 2021
https://apnews.com/article/technology-business-local-elections-elections-hacking-c7d4ffb604216
9a8cf0ae0ac85248d59
Apuzzo, Matt. “Pressured by China, E.U. Softens Report on Covid-19 Disinformation.” The New York
Times. The New York Times, April 24, 2020.
https://www.nytimes.com/2020/04/24/world/europe/disinformation-china-eu-coronavirus.html.
Bader, Jeffrey A. “Biden's China Policy Needs to Be More than Just Trump Lite.” Brookings. Brookings,
March 9, 2022.
https://www.brookings.edu/blog/order-from-chaos/2022/01/25/bidens-china-policy-needs-to-be-m
ore-than-just-trump-lite/.
Bauer, Fin, and Kimberly L. Wilson, “Reactions to China-Linked Fake News: Experimental Evidence
from Taiwan.” The China Quarterly, January 12, 2022, 1–26.
https://doi.org/10.1017/s030574102100134x.
BBC, “China accused of cyber-attack on Microsoft Exchange servers”, 2021
https://www.bbc.com/news/world-asia-china-57889981
Blanchette, Jude, Scott Kennedy, Bonnie S. Glaser, and Scott Livingston. Rep. Taiwan’s Disinformation
Response. Center for Strategic and International Studies (CSIS) , 2021.
“Blinken Slams 'Aggressive' China; Vows Stronger Indo-Pacific Ties.” ASEAN News | Al Jazeera. Al
Jazeera, December 15, 2021.
https://www.aljazeera.com/news/2021/12/14/blinken-vows-stronger-defence-economic-alliances-i
n-indo-pacific.
Brady, Anne-Marie. “China's Foreign Propaganda Machine.” Wilson Center. Wilson Center, October 26,
2015. https://www.wilsoncenter.org/article/chinas-foreign-propaganda-machine.
“Broadcasting False Information.” Federal Communications Commission, January 8, 2021.
https://www.fcc.gov/consumers/guides/broadcasting-false-information.
Brookings, “China and Russia are joining forces to spread disinformation”, 2022
https://www.brookings.edu/techstream/china-and-russia-are-joining-forces-to-spread-disinformati
on/
Brookings. “The Long Game: China’s Grand Strategy to Displace American Order,” August 2, 2021.
https://www.brookings.edu/essay/the-long-game-chinas-grand-strategy-to-displace-american-orde
r/.

36

Buckley, Nicole, Morgan Wack, Joey Schafer, and Martin Zhang. “Inconsistencies in State-Controlled
Media Labeling.” Election Integrity Partnership. Election Integrity Partnership, October 6, 2020.
https://www.eipartnership.net/policy-analysis/inconsistencies-in-state-controlled-media-labeling.
Butler, Staś. “EU Disinformation Committee Heads to Taiwan.” The Diplomat. DIPLOMAT MEDIA
INC., November 2, 2021.
https://thediplomat.com/2021/11/eu-disinformation-committee-heads-to-taiwan/.
Butler, Steven, and Iris Hsu, “Q&A: Taiwan's Digital Minister on Combatting Disinformation without
Censorship.” Committee to Protect Journalists, May 23, 2019.
https://cpj.org/2019/05/qa-taiwans-digital-minister-on-combatting-disinfor/.
Campbell, Kurt M., and Rush Doshi. “The Coronavirus Could Reshape Global Order,” July 26, 2021.
https://www.foreignaffairs.com/articles/china/2020-03-18/coronavirus-could-reshape-global-order
.
Canales, Katie. “Facebook, Now Meta, Says Users in China Created a Fake Swiss Scientist to Spread
Conspiracies That the US Was Falsely Blaming It for COVID-19.” Business Insider. Accessed
April 4, 2022.
https://www.businessinsider.com/facebook-meta-china-covid-lies-swiss-wilson-edwards-2021-12.
Caplin & Drysdale Attorneys. “www.FARA.us.” Foreign Agents Registration Act, November 9, 2021.
https://fara.us/.
Chia, Jasmine, and Satrusayang, Cod, “Thai Media Is Outsourcing Much of Its Coronavirus Coverage to
Beijing and That's Just the Start - Thai Enquirer Main News,” Thai Enquirer, March 3, 2020,
https://www.thaienquirer.com/7301/thai-media-is-outsourcing-much-of-its-coronavirus-coverageto-beijing-and-thats-just-the-start/.
“China’s Economic Rise: History, Trends, Challenges, and Implications for the United States.” Accessed
March 27, 2022. https://www.everycrsreport.com/reports/RL33534.html.
ChinaPower Project. “Is China Succeeding at Shaping Global Narratives about Covid-19?,” October 22,
2021. https://chinapower.csis.org/china-covid-disinformation-global-narratives/.
Congressional Research Service. “Foreign Government-Sponsored Broadcast Programming.” CRS
Reports, February 11, 2021. https://crsreports.congress.gov/product/pdf/IF/IF11759.
Congressional Research Service. “Foreign Government-Sponsored Broadcast Programming.” CRS
Reports, February 11, 2021. https://crsreports.congress.gov/product/pdf/IF/IF11759.
Cook, S. (2022). “Beijing's Global Megaphone.” Freedom House. Accessed March 26.
https://freedomhouse.org/report/special-report/2020/beijings-global-megaphone.; McLaughlin, T.
(2021, September
Cook, Sarah, “Beijing Is Getting Better at Disinformation on Global Social Media.” The Diplomat, March
30, 2021.
https://thediplomat.com/2021/03/beijing-is-getting-better-at-disinformation-on-global-social-medi
a/.
Cook, Sarah. “China's Media Influence Has Gone Global. So Has the Pushback.” The Diplomat. for The
Diplomat, November 10, 2020.
https://thediplomat.com/2020/06/chinas-media-influence-has-gone-global-so-has-the-pushback/.
Creemers, Roger. “Chinese Disinformation: What Should Be Done?” Directions: Cyber Digital Europe.
EU Institute for Security Studies, December 1, 2020.
https://directionsblog.eu/chinese-disinformation-what-should-be-done/.

37

“CyberSolarium.Org - Disinformation White Paper.” Accessed April 4, 2022.
https://www.cybersolarium.org/public-communications/disinformation-white-paper.
Deck, Andrew, and Vittoria Elliott, “How Line Is Fighting Disinformation without Sacrificing Privacy.”
Rest of World, March 8, 2021.
https://restofworld.org/2021/how-line-is-fighting-disinformation-without-sacrificing-privacy/.
Delsol, Gabriel, and Claire M. Metelits. “A New Type of Threat: Russia, China and Digital
Authoritarianism in West Africa.” Georgetown Journal of International Affairs, January 22, 2021.
https://gjia.georgetown.edu/2020/12/26/a-new-type-of-threat-russia-china-and-digital-authoritaria
nism-in-west-africa/.
“DemTech | The Global Disinformation Order: 2019 Global Inventory of Organised Social Media
Manipulation.” Accessed April 4, 2022.
https://demtech.oii.ox.ac.uk/research/posts/the-global-disinformation-order-2019-global-inventor
y-of-organised-social-media-manipulation/#continue.
“Digital Minister Shares How Taiwan Battles 'Infodemic'.” Taiwan News. Taiwan News, January 30,
2021. https://www.taiwannews.com.tw/en/news/4115590.
Dollar, David, Ryan Hass, and Jeffrey A. Bader. “Assessing U.s.-China Relations 2 Years into the Trump
Presidency.” Brookings. Brookings, March 9, 2022.
https://www.brookings.edu/blog/order-from-chaos/2019/01/15/assessing-u-s-china-relations-2-ye
ars-into-the-trump-presidency/.
Dong, Guan Peng, 董关鹏, 5G时代，全媒体与公共外交的“变”和“不变”. August 5, 2020. China Public
Relations Association. http://www.cpra.org.cn/2020-08/05/content_41245617.html.
Doshi, Rush. “The Long Game: China's Grand Strategy to Displace American Order.” Brookings.
Brookings, August 2, 2021.
https://www.brookings.edu/essay/the-long-game-chinas-grand-strategy-to-displace-american-orde
r/.
Douek, Evelyn, “Facebook's 'Oversight Board:' Move Fast with Stable Infrastructure and Humility .”
North Carolina Journal of Law and Technology 21, no. 1 (2019).
Dunford, Michael, and Bing Qi. “Global Reset: COVID-19, Systemic Rivalry and the Global Order.”
Research in Globalization 2 (December 2020): 100021.
https://doi.org/10.1016/j.resglo.2020.100021.
Dusek, Mirek, and Maroun, Kairouz, “Is China Pivoting towards the Middle East?” World Economic
Forum, April 4, 2017.
https://www.weforum.org/agenda/2017/04/is-china-pivoting-towards-the-middle-east/.
Egozi, Arie, “US Presses Israel on Haifa Port amid China Espionage Concerns: Sources.” Breaking
Defense, October 5, 2021.
https://breakingdefense.com/2021/10/us-presses-israel-on-haifa-port-amid-china-espionage-conce
rns-sources/.
Eide, Colin, Lili Turner, Nirit Hinkis, and Clint Watts. “‘The One Like One Share Initiative’ - How China
Deploys Social Media Influencers to Spread Its Message.” Miburo. Miburo Solutions, September
21, 2021. https://miburo.substack.com/p/the-one-like-one-share-initiative?s=r.
Electronic Frontier Foundation. “Section 230 of the Communications Decency Act.” Accessed April 4,
2022. https://www.eff.org/issues/cda230.

38

Erlanger, Steven and Shear, D. Michael, “Shifting Focus, NATO Views China as a Global Security
Challenge” The New York Times, October 18, 2021,
https://www.nytimes.com/2021/06/14/world/europe/biden-nato-china-russia.html.
Executive Yuan, 新聞傳播處. “2019防制假訊息政策簡介.” 行政院, December 8, 2020.
https://www.ey.gov.tw/Page/5B2FC62D288F4DB7/58fc25c7-125f-4631-8314-73b82c8c62b7.
“Facebook’s Ad Archive API Is Inadequate | The Mozilla Blog.” Accessed April 4, 2022.
https://blog.mozilla.org/en/mozilla/facebooks-ad-archive-api-is-inadequate/.
“FARA - United States Department of Justice.” United States Department of Justice, December 20, 2018.
https://www.justice.gov/nsd-fara/page/file/1282146/download.
Fong, Brian, Jieh-min Wu, Andrew James Nathan, and Jaw-Nian Huang. “China’s Influence on Taiwan’s
Media: A Model of Transnational Diffusion of Chinese Censorship.” Essay. In China's Influence
and the Center-Periphery Tug of War in Hong Kong, Taiwan and Indo-Pacific, 205–23. London
etc.: Routledge, Taylor &amp; Francis Group, 2021.
“Foreign Agents Registration Act.” The United States Department of Justice, March 5, 2022.
https://www.justice.gov/nsd-fara.
Fung, Benjamin, and Lee, Sze-Fung, “Misinformation and Chinese Interference in Canada's Affairs.”
Policy Options, January 28, 2022.
https://policyoptions.irpp.org/magazines/january-2022/misinformation-and-chinese-interference-i
n-canadas-affairs/.
Funke, Daniel, and Flamini, Daniela, “A Guide to Anti-Misinformation Actions around the World,”
Poynter, August 14, 2019, https://www.poynter.org/ifcn/anti-misinformation-actions/.
Gertz, Geoffrey. “Did Trump's Tariffs Benefit American Workers and National Security?” Brookings.
Brookings, October 27, 2020.
https://www.brookings.edu/policy2020/votervital/did-trumps-tariffs-benefit-american-workers-an
d-national-security/.
Ghosh, Dipayan. “Are We Entering a New Era of Social Media Regulation?” Harvard Business Review,
January 14, 2021. https://hbr.org/2021/01/are-we-entering-a-new-era-of-social-media-regulation.
Gillum, Jack, and Peter Elkind, “How Facebook Undermines Privacy Protections for Its 2 Billion
WhatsApp Users.” ProPublica, September 7, 2021.
https://www.propublica.org/article/how-facebook-undermines-privacy-protections-for-its-2-billio
n-whatsapp-users.
Gilsinan, Kathy. “How China Is Planning to Win Back the World.” The Atlantic. Atlantic Media
Company, May 28, 2020.
https://www.theatlantic.com/politics/archive/2020/05/china-disinformation-propaganda-united-sta
tes-xi-jinping/612085/.
Gleicher, Nathaniel, Ben Nimmo, David Agranovich, and Mike Dvilyanski. “Adversarial Threat Report,”
2021, 31.
Gleicher, Nathaniel. Rep. Removing Coordinated Inauthentic Behavior, September 22, 2020.
Goldstein, Steven M. “In Defense of Strategic Ambiguity in the Taiwan Strait.” The National Bureau of
Asian Research (NBR). The National Bureau of Asian Research (NBR), October 25, 2021.
https://www.nbr.org/publication/in-defense-of-strategic-ambiguity-in-the-taiwan-strait/.
Hajdu, Dominika, Katarína Klingová, and Daniel Milo. “Globsec Trends 2021: Central and Eastern
Europe One Year into the Pandemic.” GLOBSEC, October 19, 2021.
https://www.globsec.org/publications/globsec-trends-2021/.

39

Han, Rongbin, “Defending the Authoritarian Regime Online: China's ‘Voluntary Fifty-cent Army.’” In
The China Quarterly No. 224 (2015): 1006-1025.
Harold, Scott W., Nathan Beauchamp-Mustafaga, and Jeffrey W. Hornung. “Chinese Disinformation
Efforts on Social Media.” RAND Corporation, July 19, 2021.
https://www.rand.org/pubs/research_reports/RR4373z3.html.
Harold, Scott, Beauchamp-Mustafaga, Nathan, and Hornung, Jeffrey, “Chinese Disinformation Efforts on
Social Media,” RAND Corporation, July 19, 2021,
https://www.rand.org/pubs/research_reports/RR4373z3.html.
Hartnett, Stephen J., and Chiaoning Su. “Hacking, Debating, and Renewing Democracy in Taiwan in the
Age of ‘Post-Truth’ Communication.” Taiwan Journal of Democracy 17, no. 1 (July 2021):
21–43.
http://www.tfd.org.tw/export/sites/tfd/files/publication/journal/021-044-Hacking-Debating-and-R
enewing-Democracy-in-Taiwan-in-the-Age-of-Post-Truth-Communicationt.pdf.
Hasa. “What Is the Difference Between Cultural Imperialism and Media Imperialism.” PEDIAA.
Pediaa.Com, January 22, 2020.
https://pediaa.com/what-is-the-difference-between-cultural-imperialism-and-media-imperialism/.
Hass, Ryan, and Abraham Denmark. “More Pain than Gain: How the US-China Trade War Hurt
America.” Brookings. Brookings, March 9, 2022.
https://www.brookings.edu/blog/order-from-chaos/2020/08/07/more-pain-than-gain-how-the-us-c
hina-trade-war-hurt-america/.
Hegelich, Simon. “Facebook Needs to Share More with Researchers.” Nature 579, no. 7800 (March 24,
2020): 473–473. https://doi.org/10.1038/d41586-020-00828-5.
Horwitz, Jeff. “Facebook Says Its Rules Apply to All. Company Documents Reveal a Secret Elite That’s
Exempt.” Wall Street Journal, September 13, 2021, sec. Tech.
https://www.wsj.com/articles/facebook-files-xcheck-zuckerberg-elite-rules-11631541353.
“How China Weaponized the Press.” The Atlantic.
https://www.theatlantic.com/international/archive/2021/09/hong-kong-china-media-newspaper/62
0005/.
“How Chinese Disinformation and Conspiracies Are Shaping the Information War - Foreign Policy
Research Institute.” Accessed February 24, 2022.
https://www.fpri.org/fie/china-disinformation-conspiracy-information-war/.
Hu, Mei Dong, 胡美东, 新时代媒体如何做好对外传播大文章. July 14, 2021.
https://h5.drcnet.com.cn/docview.aspx?version=culture&docid=6206355&leafid=20594&chnid=
5266.
Huang, Aaron. Rep. Combatting and Defeating Chinese Propaganda and Disinformation: A Case Study
of Taiwan’s 2020 Elections, April 7, 2020.
https://www.belfercenter.org/sites/default/files/files/publication/Combatting%20Chinese%20Prop
aganda%20and%20Disinformation%20-%20Huang.pdf.
Huang, Yukon. “The U.S.-China Trade War Has Become a Cold War.” Carnegie Endowment for
International Peace. Carnegie Endowment for International Peace, September 16, 2021.
https://carnegieendowment.org/2021/09/16/u.s.-china-trade-war-has-become-cold-war-pub-85352
.
Huo, Fangyuan and Maude, Richard, “Chinese Digital Diplomacy in Southeast Asia during the Pandemic
- Asia Society Policy Institute,” Southeast Asia and COVID-19 - Asia Society Policy Institute,

40

November 8, 2021,
https://southeastasiacovid.asiasociety.org/chinese-digital-diplomacy-southeast-asia-pandemic/.
Inbar, Pe'er, Mrugank, Bhusari, and Graham, Niels, “Strengthening Ties: China and the GCC,” Atlantic
Council, January 31, 2022,
https://www.atlanticcouncil.org/blogs/econographics/strengthening-ties-china-and-the-gcc/.
“Inconsistencies in State-Controlled Media Labeling.” Election Integrity Partnership. Election Integrity
Partnership, October 6, 2020.
https://www.eipartnership.net/policy-analysis/inconsistencies-in-state-controlled-media-labeling.
“Inside China's Strategy to Influence the World's Media / IFJ.” International Federation of Journalists,
June 27, 2020.
https://www.ifj.org/media-centre/news/detail/category/press-releases/article/inside-chinas-strategy
-to-influence-the-worlds-media.html.
Jennings, Ralph, “Taiwan's Anti-Infiltration Bill Sends Relations with China to New Low.” VOA.
Taiwan's Anti-Infiltration Bill Sends Relations with China to New Low, January 1, 2020.
https://www.voanews.com/a/east-asia-pacific_taiwans-anti-infiltration-bill-sends-relations-chinanew-low/6181918.html.
“Joint Statement Following Discussions with Leaders of the People’s Republic of China.” U.S.
Department of State. U.S. Department of State. Accessed March 26, 2022.
https://history.state.gov/historicaldocuments/frus1969-76v17/d203.
Kao, Jeff, Raymond Zhong, Paul Mozur, Aliza Aufrichtig, Nailah Morgan, and Aaron Krolik. “‘We Are
Very Free’: How China Spreads Its Propaganda Version of Life in Xinjiang.” The New York
Times, June 23, 2021, sec. Technology.
https://www.nytimes.com/interactive/2021/06/22/technology/xinjiang-uyghurs-china-propaganda.
html.
Kenechi, Okeleke, and James, Robinson, “Exploring Online Misinformation and Disinformation in Asia
Pacific,” July 2021,
https://www.gsma.com/asia-pacific/wp-content/uploads/2021/07/190721-Exploring-misinformati
on-in-Asia-Pacific-1.pdf.
Kroll, Andy. “China’s Propaganda Machine Gears Up for Putin — and Blames America for the Invasion.”
Rolling Stone. Rolling Stone, March 2, 2022.
https://www.rollingstone.com/politics/politics-features/russia-china-ukraine-propaganda-invasion
-ccp-1315024/.
Kumar, Raksha. “How China Uses the News Media as a Weapon in Its Propaganda War against the
West.” Reuters Institute for the Study of Journalism. University of Oxford, November 2, 2021.
https://reutersinstitute.politics.ox.ac.uk/news/how-china-uses-news-media-weapon-its-propagand
a-war-against-west.
Kuo, Lily, and Niko Kommenda. “What Is China's Belt and Road Initiative?” The Guardian. Guardian
News and Media. Accessed April 6, 2022.
https://www.theguardian.com/cities/ng-interactive/2018/jul/30/what-china-belt-road-initiative-silk
-road-explainer.
Kurlantzick, Joshua. “Does Chinese State Media Pose a Threat to the United States?” Council on Foreign
Relations. Council on Foreign Relations, August 24, 2020.
https://www.cfr.org/in-brief/does-chinese-state-media-pose-threat-united-states.

41

Lamm, Helmut, Gisela Trommsdorff, and Edith Rost-Schaude. “Group-Induced Extremization: Review of
Evidence and a Minority-Change Explanation.” Psychological Reports 33, no. 2 (1973): 471–84.
https://doi.org/10.2466/pr0.1973.33.2.471.
Larson, Deborah Welch. “The Return of Containment.” Foreign Policy. The Slate Group, January 15,
2021. https://foreignpolicy.com/2021/01/15/containment-russia-china-kennan-today/.
Legro, Jeffrey W. “What China Will Want: The Future Intentions of a Rising Power.” Perspectives on
Politics 5, no. 3 (2007): 515–34.
Li, Han, “From Red to "Pink": Propaganda Rap, New Media, and China's Soft Power Pursuit.” In the
American Journal of Chinese Studies Vol.25, No.2 (2018): 89-105.
Liang, Xiaodon L. “The Rise and Fall of U.S. Engagement toward China.” Center for Strategic Studies.
The Fletcher School of Law and Diplomacy, August 17, 2020.
https://sites.tufts.edu/css/the-rise-and-fall-of-u-s-engagement-toward-china/.
Lim, Louisa, and Julia Bergin, “Inside China's Audacious Global Propaganda Campaign.” The Guardian.
Guardian News and Media, December 7, 2018.
https://www.theguardian.com/news/2018/dec/07/china-plan-for-global-media-dominance-propaga
nda-xi-jinping.
Lim, Louisa, Julia Bergin, and Johan Lidberg. Edited by Jane Worthington. The COVID-19 Story:
Unmasking China’s Global Strategy. International Federation of Journalists (IFJ) Asia-Pacific,
May 2021. https://www.ifj.org/fileadmin/user_upload/IFJ_-_The_Covid_Story_Report.pdf.
Lons, Camille, and Fulton, Jonathan, “China's Great Game in the Middle East,” ECFR, October 21, 2019,
https://ecfr.eu/publication/china_great_game_middle_east/.
Ma, Z. (2017). “War remembered, revolution forgotten: Recasting the Sino-North Korean alliance in
China's Post-Socialist Media State.” Cross-Currents: East Asian History and Culture Review,
6(1), 205–235. https://doi.org/10.1353/ach.2017.0008
Matt Geraci (Manager for the ICAS Maritime Affairs Program and Blue Carbon & Climate Change
Program at the Institute for China-America Studies) in discussion with the author, 10 March
2022.
McInnis, J. Kathleen, and Starling, G. Clementine, “The Case for a Comprehensive Approach 2.0: How
NATO Can Combat Chinese and Russian Political Warfare,” June 2021,
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/comprehensive-approach-ho
w-nato-can-combat-chinese-and-russian-political-warfare/.
McLaughlin, T. (2021, September 9). “How China Weaponized the Press.” The Atlantic.
https://www.theatlantic.com/international/archive/2021/09/hong-kong-china-media-newspaper/62
0005/.
Microsoft, “New cyberattacks targeting U.S. elections”, 2020
https://blogs.microsoft.com/on-the-issues/2020/09/10/cyberattacks-us-elections-trump-biden/
Moreland, Will. “How Will Values Shape U.s.-China Competition?” Brookings. Brookings, March 9,
2022.
https://www.brookings.edu/blog/order-from-chaos/2018/11/27/how-will-values-shape-u-s-china-c
ompetition/.
Mozur, Paul, Raymond Zhong, Aaron Krolik, Aliza Aufrichtig, and Nailah Morgan. “How Beijing
Influences the Influencers.” The New York Times. The New York Times, December 13, 2021.
https://www.nytimes.com/interactive/2021/12/13/technology/china-propaganda-youtube-influenc
ers.html.

42

Mozur, Paul. “China Spreads Propaganda to U.S. on Facebook, a Platform It Bans at Home.” The New
York Times. The New York Times, November 8, 2017.
https://www.nytimes.com/2017/11/08/technology/china-facebook.html.
Muhammad, Zulfikar Rakhmat, “3 Ways China Is Growing Its Media Influence in Indonesia.” The
Conversation, March 19, 2022.
https://theconversation.com/3-ways-china-is-growing-its-media-influence-in-indonesia-174339.
Myers, Steven Lee. “China Spins Tale That the U.S. Army Started the Coronavirus Epidemic.” The New
York Times. The New York Times, March 13, 2020.
https://www.nytimes.com/2020/03/13/world/asia/coronavirus-china-conspiracy-theory.html.
Natalegawa, Andreyka. “Newsrooms in Crisis: Covid-19 and Journalism in Indonesia.” Newsrooms in
Crisis: Covid-19 and Journalism in Indonesia | Center for Strategic and International Studies,
March 31, 2022.
https://www.csis.org/blogs/new-perspectives-asia/newsrooms-crisis-covid-19-and-journalism-ind
onesia.
Nathan, Andrew J., and Andrew Scobell. “How China Sees America: The Sum of Beijing’s Fears.”
Foreign Affairs 91, no. 5 (2012): 32–47.
National Intelligence Council (US), Foreign Threats to the 2020 US Federal Elections. March 2021.
“NATO’s Approach to Countering Disinformation,” NATO, July 17, 2020,
https://www.nato.int/cps/en/natohq/177273.htm.
NBC News. “Zuckerberg’s Apology Tour Has Not Done Much to Regain User Trust.” Accessed April 4,
2022.
https://www.nbcnews.com/business/consumer/trust-facebook-has-dropped-51-percent-cambridgeanalytica-scandal-n867011.
Nemr, Christina, and Gangware, William, “Weapons of Mass Destruction: Foreign State-Sponsored
Disinformation in the Digital Age.” Park Advisors, March 2019.
https://www.state.gov/wp-content/uploads/2019/05/Weapons-of-Mass-Distraction-Foreign-StateSponsored-Disinformation-in-the-Digital-Age.pdf.
New York Times, ‘Facebook Takes Down Fake Pages Created in China Aimed at Influencing U.S.
Election’, 2020,
https://www.nytimes.com/2020/09/22/us/politics/facebook-china-election-interference.html
NPR, ‘Foreign Interference Persists And Techniques Are Evolving, Big Tech Tells Hill’, 2020
https://www.npr.org/2020/06/18/880349422/foreign-interference-persists-and-techniques-are-evol
ving-big-tech-tells-hill
O'Brien, Miles, and Philip Stark. How some election officials are trying to verify the vote more easily.
Other. PBS News Hour. PBS, October 29, 2020.
Olander, Eric. “Why Are Chinese Officials in Africa so Active in Messaging on Xinjiang?” SupChina,
February 4, 2021.
https://supchina.com/2021/02/03/why-are-chinese-officials-in-africa-so-active-in-messaging-on-x
injiang/.
Ottawa Citizen, “Evidence abounds of China’s interference in Canada’s elections”, December 2021:
https://ottawacitizen.com/opinion/glavin-evidence-abounds-of-chinas-interference-in-canadas-ele
ctions
Pearson, Mark, “How the ABC Cuts Will Damage Media Freedom across Asia-Pacific.” Pacific, May 22,
2014.

43

https://pacific.scoop.co.nz/2014/05/how-the-abc-cuts-will-damage-media-freedom-across-pacific/
.
Peterson, Erik, “Paper Cuts: How Reporting Resources Affect Political News Coverage.” American
Journal of Political Science 65, no. 2 (2020): 443–59. https://doi.org/10.1111/ajps.12560.
Pettis, Michael. “How Trump's Tariffs Really Affected the U.S. Job Market.” Carnegie Endowment for
International Peace. Carnegie Endowment for International Peace, January 28, 2021.
https://carnegieendowment.org/chinafinancialmarkets/83746.
Pierre, Tristam, “U.S. Policy in the Middle East: 1945 to 2008,” ThoughtCo (ThoughtCo, July 30, 2019),
https://www.thoughtco.com/us-and-middle-east-since-1945-2353681.
Poynter. “These Researchers Are Getting Access to Facebook Data to Study Misinformation,” April 30,
2019.
https://www.poynter.org/fact-checking/2019/these-researchers-are-getting-access-to-facebook-dat
a-to-study-misinformation/.
Ramzy, Austin, and Chris Buckley. “'Absolutely No Mercy': Leaked Files Expose How China Organized
Mass Detentions of Muslims.” The New York Times. The New York Times, November 16, 2019.
https://www.nytimes.com/interactive/2019/11/16/world/asia/china-xinjiang-documents.html.
Rankin, Jennifer. “EU Says China Behind 'Huge Wave' of Covid-19 Disinformation.” The Guardian.
Guardian News and Media, June 10, 2020.
https://www.theguardian.com/world/2020/jun/10/eu-says-china-behind-huge-wave-covid-19-disin
formation-campaign.
Rep. China-Linked Influence Operation on Twitter Detected Engaging with the US Presidential Election,
January 28, 2021.
https://static1.squarespace.com/static/57875c16197aea2902e3820e/t/601165f9c7e9ea4f8c45dcd8/
1611752960029/CSRI+China+Report+%232+260121.pdf.
Rep. Election Technology and the Global Supply Chain, 2019.
https://cdn2.hubspot.net/hubfs/5812029/Interos%20-%20Election%20Security%20Paper.pdf.
“Report: China's Birth-Control Policy on Uyghur Women May Amount to 'Genocide'.”
RadioFreeEurope/RadioLiberty. Report: China's Birth-Control Policy On Uyghur Women May
Amount To 'Genocide', September 15, 2020.
https://www.rferl.org/a/china-forced-birth-control-on-uyghur-women/30697276.html.
Romano, Aja. “A New Law Intended to Curb Sex Trafficking Threatens the Future of the Internet as We
Know It.” Vox, April 13, 2018.
https://www.vox.com/culture/2018/4/13/17172762/fosta-sesta-backpage-230-internet-freedom.
ScienceDaily. “Social Media Has Remarkably Small Impact on Americans’ Beliefs, Research Finds:
Facebook Users Actually More Accurate in 2016 Election.” Accessed April 4, 2022.
https://www.sciencedaily.com/releases/2019/03/190327142108.htm.
Scott, Mark, Laura Kayali, and Laurens Cerulus. “Brussels Accuses China of Peddling Disinformation.”
POLITICO. POLITICO LLC, June 10, 2020.
https://www.politico.com/news/2020/06/10/brussels-accuses-china-of-peddling-disinformation-31
1303.
Scott, Mark, Laura Kayali, and Laurens Cerulus. “European Commission Accuses China of Peddling
Disinformation.” POLITICO. POLITICO, June 11, 2020.
https://www.politico.eu/article/european-commission-disinformation-china-coronavirus/.

44

Smith, Aaron. “How China Surpassed the U.S. in the Race for Ai Supremacy.” USC Global Policy
Institute. USC Global Policy Institute, January 6, 2022.
https://uscgpi.com/2022/01/06/how-china-surpassed-the-u-s-in-the-race-for-ai-supremacy/.
Stec, Grzegorz and Karásková, Ivana. “Chinese disinformation and propaganda efforts in Europe”.
MERICS (podcast). December 3, 2021. Accessed April 6, 2022.
https://merics.org/en/podcast/chinese-disinformation-and-propaganda-efforts-europe-ivana-karask
ova.
The Aspen Institute. “Commission on Information Disorder Final Report,” November 15, 2021.
https://www.aspeninstitute.org/publications/commission-on-information-disorder-final-report/.
“The FCC and Freedom of Speech.” Federal Communications Commission, March 12, 2020.
https://www.fcc.gov/consumers/guides/fcc-and-freedom-speech.
The National Bureau of Asian Research (NBR). “China’s Vision for a New World Order.” Accessed
February 20, 2022. https://www.nbr.org/publication/chinas-vision-for-a-new-world-order/.
Thomas Fujiwara, Karsten Müller and Carlo Schwarz, Princeton University, ‘The effect of Social Media
on Elections’, 2022 https://www.princeton.edu/~fujiwara/papers/SocialMediaAndElections.pdf
“Twitter Transparency Center.” Twitter. Twitter. Accessed April 9, 2022. https://transparency.twitter.com/.
Tworek, Heidi and Alicia Wanless. “Time for Transparency from Digital Platforms, but What Does That
Really Mean?” Lawfare, January 20, 2022.
https://www.lawfareblog.com/time-transparency-digital-platforms-what-does-really-mean.
“U.S.-China Strategic Competition in South and East China ...” Congressional Research Service, May 20,
2021. https://sgp.fas.org/crs/row/R42784.pdf.
USA Today, “Fact check: How we know the 2020 election results were legitimate, not 'rigged' as Donald
Trump claims”, Jan 2022:
https://www.usatoday.com/story/news/factcheck/2022/01/06/fact-check-donald-trump-2020-electi
on-results/9115875002/
Vox, “Why countries interfere in elections”, November 2020:
https://www.vox.com/2020/11/2/21540208/russia-interfere-in-us-2020-elections
Wall Street Journal, “Voting-Machine Parts Made by Foreign Suppliers Stir Security Concerns”,
December 2019:
https://www.wsj.com/articles/voting-machine-parts-made-by-foreign-suppliers-stir-security-conce
rns-11576494003
Wang, Cheng Meng, 王成孟, 中国中央电视台. May 31, 2010. The State Council Information Office of
the People’s Republic of China.
http://www.scio.gov.cn/ztk/dtzt/26/13/1/Document/652384/652384.htm.
“What We Do.” Federal Communications Commission, July 10, 2017.
https://www.fcc.gov/about-fcc/what-we-do.
Wong, Chun Han, and Philip Wen, “Taiwan Turns to Facebook and Viral Memes to Counter China's
Disinformation.” The Wall Street Journal. Dow Jones & Company, January 3, 2020.
https://www.wsj.com/articles/taiwan-turns-to-facebook-and-viral-memes-to-counter-chinas-disinf
ormation-11578047403.
Wong, Audrye, “Covid-19 and China's Information Diplomacy in Southeast Asia,” Brookings (Brookings,
March 9, 2022),
https://www.brookings.edu/blog/order-from-chaos/2020/09/03/covid-19-and-chinas-informationdiplomacy-in-southeast-asia/.

45

Wong, Edward, and Chris Buckley. “U.S. Says China's Repression of Uighurs Is 'Genocide'.” The New
York Times. The New York Times, January 19, 2021.
https://www.nytimes.com/2021/01/19/us/politics/trump-china-xinjiang.html.
Wong, Edward. 2020. “U.S. Designates Four More Chinese News Organizations as Foreign Missions.”
The New York Times. The New York Times.
https://www.nytimes.com/2020/06/22/us/politics/us-china-news-organizations.html.
Wright, Andy, David Rybicki, and Rachel Wofford. “Foreign Agents Registration Act Reform: On the
2022 Agenda?” Just Security, February 7, 2022.
https://www.justsecurity.org/80110/foreign-agents-registration-act-reform-on-the-2022-agenda/.
Wright, Tara. “The Platform Transparency and Accountability Act: New Legislation Addresses Platform
Data Secrecy.” Stanford Law School. Accessed April 11, 2022.
https://law.stanford.edu/press/the-platform-transparency-and-accountability-act-new-legislation-a
ddresses-platform-data-secrecy/.
Xiao, Muyi, Paul Mozur, and Gray Beltran. “Buying Influence: How China Manipulates Facebook and
Twitter.” The New York Times, December 20, 2021, sec. Technology.
https://www.nytimes.com/interactive/2021/12/20/technology/china-facebook-twitter-influence-ma
nipulation.html.
Xu, Beina, and Eleanor Albert. “Media Censorship in China.” Council on Foreign Relations. Council on
Foreign Relations, February 17, 2017. https://www.cfr.org/backgrounder/media-censorship-china.
Yang, Jianli, and Monaco, Nick, “Why the US Must Take China’s Disinformation Operations Seriously.”
The Diplomat. Diplomat Media Inc., January 28, 2022.
https://thediplomat.com/2022/01/why-the-us-must-take-chinas-disinformation-operations-seriousl
y/.
Yang, Jianli, and Nick Monaco. “Why the US Must Take China’s Disinformation Operations Seriously.”
The Diplomat. Diplomat Media Inc., January 28, 2022.
https://thediplomat.com/2022/01/why-the-us-must-take-chinas-disinformation-operations-seriousl
y/.
Yang, Vivian, “How Chinese Media Is Going Global,” World Economic Forum, August 10, 2015,
https://www.weforum.org/agenda/2015/08/how-chinese-media-is-going-global/.
Yellinek, Roie, “How China Learned to Harness Israel's Media and Booming Tech Scene,” Carnegie
Endowment for International Peace, October 27, 2021,
https://carnegieendowment.org/2021/10/27/how-china-learned-to-harness-israel-s-media-and-boo
ming-tech-scene-pub-85653.
Yu, Liang 余亮, “The Genealogy and Ecology of the Little Pinks, and the Future of Chinese Youth” 小粉
红的系谱、生态与中国青年的未来. In Beijing Cultural Review (2021): 98-108.
Yu, Yang, Huang Kuo, and Jiang Fei, “China Dealing with the Impact of Fake News : Governments in the
‘Post-truth’ Predicament,” Communication, technologies et développement (La Chaire Pratiques
émergentes en technologies et communication pour le développement, May 20, 2021),
https://journals.openedition.org/ctd/5960.
Yun, Sun, “China's ‘Wolf Warrior’ Diplomacy in the COVID-19 Crisis,” The Asan Forum, July 20, 2021,
https://theasanforum.org/chinas-wolf-warrior-diplomacy-in-the-covid-19-crisis/.
Zalan, Eszter. “[Interview] Why Was Central Europe Open to China's Covid Disinformation?”
EUobserver, December 8, 2021. https://euobserver.com/law/153750.

46

Zhang, Baijia. “Understanding Changes in Sino-U.S. Relations from a Historical Perspective - China
International Strategy Review.” SpringerLink. Springer Singapore, August 5, 2020.
https://link.springer.com/article/10.1007/s42533-020-00048-6#Abs1.
Zhang, Linda, “How to Counter China's Disinformation Campaign in Taiwan,” Army University Press,
accessed March 31, 2022,
https://www.armyupress.army.mil/Journals/Military-Review/English-Edition-Archives/September
-October-2020/Zhang-Disinformation-Campaign/.
Zhang, Qing 张晴, “Social Media and Public Diplomacy 2.0: In the Case of US Public Diplomacy with
Social Media” 社交媒体与公共外交 2.0–以美国的社交媒体公共外交实践为例. In the
Journal of Sichuan University (Social Science Edition) No.3 四川大学学报 (哲学社会科学版)
(2016): 156-160.

47

