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Executive Summary
The rapid development of kinetic physical, non-kinetic physical, electronic, and cyber
counterspace capabilities threaten U.S. hegemony in space as countries such as China and Russia
continue efforts to displace the U.S. as the leading space power. The U.S. must continue to act as
the leading hegemon in space in order to facilitate cooperation between international allies,
establish international regulations, and maintain the development of space as a peaceful domain.
The U.S. Space Force will assume a critical role in promoting U.S. interests across strategic
partnerships as well as international laws and treaties. With this paper, we propose a multitude of
recommendations categorized under various strategic areas with the ultimate goal of maintaining
the U.S. as the leader in the development of space as a peaceful domain.

Space Warfare Technologies
Recommendation: The U.S. Space Force should throw weight behind efforts to ratify the
Prevention of an Arms Race in Space (PAROS) Treaty.
Reasoning:
● This January marks the 15th anniversary of China’s 2007 ASAT test, when China
infamously deployed a kinetic energy weapon to destroy a defunct satellite.
● Most recently, Russia tested a kinetic ASAT on a defunct Soviet satellite in November of
2021.1
● These actions are frequently characterized as an aggressive Russia or China attempting to
challenge U.S. space primacy. However, these developments should be better understood
as the country’s attempts to catch up to the U.S. and equalize themselves in defensive
capabilities, only requiring “the minimum means of retaliation to deter coercion and
attack.” 2
● Thus, Russia and China have been repeatedly pushing for a PAROS treaty for decades, in
order to prevent the advent of an arms race in space. Particularly, there has been strong
bilateral support from Russia and China for a treaty which would prevent “the threat or
use of force against outer space objects.” 3
● Protecting satellites is especially important for U.S. interests given the robustness and
strength of its satellite network, and the strategic and military advantages this network
provides over other nations.4
● The treaty also commands near unanimous support on the international stage. Currently,
the U.S. and Israel are the only UN member nations who have not ratified the PAROS
treaty. 5
● There are serious economic costs and security risks to unrestrained competition6
○ Economic costs in the form of continued spending on weapons stockpiling and
development.
○ Security risks in the form of potential misunderstanding and miscalculation.
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Method:
● China and Russia have jointly proposed PAROS treaties to prevent weaponization in
space twice, the most updated proposal being in June of 2014. The specific tenets of the
treaty include:
○ Not to place any weapons in outer space, and
○ Not to resort to the threat or use of force against outer space objects of States
Parties to the Treaty; 7
● These provisions prevent ASATs from ever being deployed in combat, preserving the
strength of the U.S.’ satellite network during warfare, while not betraying the U.S.’
existing technological dominance in space.

Recommendation: The Space Force should support efforts to enter the U.S. into a joint
agreement with China and Russia banning all military activities which create long-lasting space
debris.
Reasoning:
● China’s 2007 ASAT test alone produced over 3000 pieces of space debris, which
continues to pose dangerous risks for satellites in space.8
● Russia’s recent 2021 ASAT test produced at least 1500 pieces of space debris. For the
sake of U.S. national security and commercial satellite interests, it is important to ban
these tests.9
● More importantly, this agreement would stymie China and Russia’s ASAT development
programs, preventing them from physically testing kinetic energy weapons.
● The agreement is far more strategically beneficial to the U.S., as China and Russia rely
heavily on kinetic weapons to serve as ASATs, while the U.S. is better prepared to
disable satellites through non-kinetic, soft-kill means.10
Method:
● Most importantly, China has previously expressed a willingness to enter into an
agreement of this kind, given the PLA’s increasing reliance on satellites and the emerging
danger of space debris, proving this recommendation’s feasibility. Unfortunately, China
was declined by senior Trump officials in spring of 2017.11
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● Russia has additionally indicated an openness to making a similar pledge.12
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Cyber
Recommendation: The U.S. Space Force should advise the U.S. military to build more
redundancies into its networks
● To provide background behind this recommendation, China and Russia are steadily
catching up to U.S. in terms of hegemony in the domain of cyberspace through the
development of cyber and electronic warfare capabilities as critical infrastructure in the
U.S. becomes increasingly vulnerable to crippling cyber-attacks by these geopolitical
adversaries as well as non-state actors
● By redundancies, the U.S. should build multiple resources that possess the same
capabilities and functions so that in the event of a damaging cyber attack by an adversary,
the resources are able to replace each other and avoid a complete system shutdown
Reasoning:
● Building redundancies would protect systems that are most vulnerable, which would
prevent adversaries from launching cyberattacks that have the capability of damaging the
U.S. military cyber infrastructure had there not been redundancies established
● The development of redundancies would bolster our defense capabilities and increase the
costs of cyberattacks as the costs of launching a cyberattack on a system with
redundancies would outweigh the benefits.13 The cyberattack would serve no purpose as
it would not severely impact the U.S. military’s ability to operate
Method:
● To build redundancies into the current structure of cyber-systems, the U.S. military
should first identify those C4ISR systems that are most vulnerable to cyberattacks and
construct multiple resources in order to make those systems more resilient and robust
● Ensuring that systems are resilient and robust requires the redundancies to be maintained
at a sufficient level of functionality in cases when computer subsystems fail, a loss of
data integrity occurs, or failure of communication lines occur.

Recommendation: The U.S. Space Force should increasingly facilitate Hackathon events and
cross-branch hacking events to expose internal cybersecurity weaknesses14
● As U.S. critical infrastructure becomes ever more vulnerable to Chinese and Russian
cyber-attacks capable of targeting specific areas of infrastructure including ground
13
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stations in which satellites are dependent on, the U.S. Space Force should focus on
methods to identify vulnerabilities within its own cyber and electronic systems
● Hacking events hosted by branches of the Armed Forces and intelligence communities
would be beneficial in increasing cybersecurity awareness within the Department of
Defense
Reasoning:
● Hosting hackathon events would help the government in identifying critical cybersecurity
weaknesses within the current systems in-use
● Promotes civilian-military fusion, the cooperation between members of public institutions
and the armed forces, which is already being facilitated in China within its PLA forces
and allows their military to significantly advance their cyber and electronic warfare
capabilities to deny an adversary access to information
Method:
● Host events by inviting U.S. citizens to complete series of challenges such as Capture the
Flag, which includes reverse-engineering ground-based and in-orbit satellite systems,
developing tools used for exploits, and analyzing signals information15
● By utilizing the framework provided by past events hosted by the U.S. Air Force, U.S.
Space Force can host virtual satellite hacking events by inviting members form the
hacker community to solve space-related challenges using software code16
● Cash prizes or alternative awards would incentivize members of the hacker community to
aid the government in exposing cybersecurity weaknesses within the armed forces and
the defense industrial base
● U.S. Space Force should recommend to government agencies within the intelligence
community to sponsor these events as well as collaborate with the other branches of the
military to host further events to maximize outreach to civilians

Recommendation: The U.S. Space Force should articulate clear red lines on cyber-attacks
● As foreign adversaries continuously develop the capabilities necessary in targeting U.S.
critical infrastructure, the U.S. Space Force should advise the U.S. government to engage
in “coercive diplomacy” by drawing clear red lines concerning unacceptable cyberattacks17
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Reasoning:
● Advising the U.S. government to clearly articulate red lines regarding cyber-attacks
would provide a layer of deterrence to dissuade adversaries from performing cyberattacks on U.S. infrastructure
○ For example, drawing a red line by designating ground stations and all terrestrial
space-related assets as critical infrastructure would clear any possible ambiguities.
By utilizing a red line for ground stations, adversaries will be aware that
launching cyber-attacks on them will allow a justification of retaliatory attacks,
thus creating a deterrence measure
● The communication of capabilities and strengthening of international alliances would act
as effective deterrence measures to ensure that adversaries are aware of the risks of
conducting cyber-attacks
Method:
● Because the U.S. military is not actively seeking an active war with an adversary, red
lines should be maintained not by the threat of war but instead by the communication of
capabilities which, if formidable enough, deter adversaries from launching cyber-attacks
● Advocate for all ground stations to be clearly labelled as critical infrastructure and advise
officials within the U.S. government to increase focus on the vulnerability of ground
stations to cyber-attacks
● To maximize the effectiveness of a red line, all ambiguities must be cleared. An
adversary could claim that cyber-attacks targeted at computer systems are not considered
as acts of war or classified as harmful interference because there is no international
consensus on the definition surrounding harmful interference in cyberspace.18 Setting
unequivocal definitions on harmful interference with respect to cyber-attacks would
establish boundaries on the scope of cyber-attacks.
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U.S. Foreign Relations
Recommendation: U.S. Space Force should do what it can to support efforts to repeal the Wolf
Amendment and encourage a limited collaboration with China.
Examining the Wolf Amendment:
The Wolf Amendment (2011),19 which prohibits bilateral collaboration between U.S.-China
without the tedious process of congressional approval, does little to to nothing to prevent
increasing Chinese technological capability, hurts U.S.-China space relations, and dampens lines
of communication, increasing the likelihood of accidental escalation/conflict.
● Original Motivations for the Wolf Amendment
○ Prevent the Chinese government from further developing its space capabilities
(technology, industry, diplomacy, and military power)20
○ Prevent the Chinese government from stealing U.S. intellectual property and
military technology21
○ Punish the Chinese government for human rights violations and cyber attacks
(and through isolation, motivate them to abide by international norms)22
● Original Motivations Not Accomplished
○ Failed to prevent China from developing further space capabilities
■ China was always going to pursue development regardless of U.S. support
or collaboration. They view their space program as a core component of
their plan to revitalize and rejuvenate the Chinese nation23
■ “Being left out of U.S.-led international missions has not deterred China in
space, but instead has pushed China to develop parallel capabilities on its
own”24
■ China has since successfully launched its own moon missions, space
station, mars rovers, etc
○ Did not decrease Chinese government theft of intellectual property or military
technology
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■ “[The U.S. government] already had safeguards in place to keep [the
Chinese government] from getting our technology. We were limiting the
access on the part of students who came to China. We were working with
intelligence communities and everybody else” – Charles Frank Bolden
Jr.25
○ Had no effect on Chinese government’s treatment of human rights or cyber
attacks26
● Actual Effects of the Wolf Amendment
○ Has had a “cooling effect” on space relations between the U.S. and China. This
has increased the chance for miscommunications and accidental
escalations/conflicts.27
○ The U.S. now has less insight into what the Chinese space program is capable of,
or what it plans to do in the future
○ China has sought space partnerships with other countries including Russia, which
does not benefit the U.S.
What the U.S. Space Force Should do About the Wolf Amendment:
● Current efforts to repeal the Wolf Amendment have yielded little so far, and with the
American public’s increasing anti-Chinese sentiment, are unlikely to have better results
in the near future without any change.28
● As a military organization, the U.S. Space Force must remain apolitical, so exerting any
influence over the Wolf Amendment’s status would be difficult, but even small efforts
have the potential to be helpful and should therefore be considered.
● U.S. Space Force should explore ways to utilize soft power and/or advising roles to
gently encourage the Wolf Amendment’s repeal. Such approaches could include advising
White House officials to support a repeal, or utilizing other soft power approaches.
Reasoning for Supporting a Limited Collaboration with China:
● Collaboration with China in a limited capacity would decrease the chance of accidental
escalation, improve relations, introduce increased lines of communication for deescalation in scenarios, give the U.S. a better understanding of Chinese capabilities, and
potentially yield greater scientific understanding.
● China has signaled that they’re open to foreign collaboration
○ At the March 2021 first official meeting between the Biden Administration and
Chinese officials, top Chinese diplomat Yang Jiechi, said, “China would welcome
25
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it if there is a will to carry out similar cooperation [to the Mars Perseverance
Rover] from the United States with us.”29
○ China has (via the UN) invited foreign experiments to be conducted aboard their
Tiangong Space Station.30
● Despite tense U.S.-China relations on Earth, there is real potential for amicable and even
mutually beneficial relations in space
○ Even under tense ground relations, the U.S. successfully collaborated with Russia
on a number of initiatives including the construction and launch of the ISS, and
most recently the Apollo-Soyuz program.
● There is a precedent for limited cooperation between the U.S. and China (even under the
Wolf Amendment) – in 2019, NASA monitored the landing of China’s moon rover
Chang’e 4 and globally shared the images captured.31
○ This collaboration was approved by Congress as a one time event, but even so, it
built a small amount of trust between the U.S. and China. Similar collaborations
in the future could build a foundation of trust that would decrease the likelihood
of future escalations or conflicts.32
Method:
● Naturally, any collaboration with China’s space program would start small, and any
bilateral collaborations would currently be hindered by the Wolf Amendment
● Assuming the Wolf Amendment remains in place, the U.S. would have to work within its
restrictions, meaning any collaborations would have to be multilateral, approved by
Congress, or explicitly separate from government funds.
● Since the U.S. Space Force is a military/government organization, the only options for
limited collaborations with China from the U.S. Space Force itself are multilateral
agreements or those that are approved by Congress.
● One potential avenue to initiate a limited collaboration with China would be to formalize
SSA (Space Situational Awareness) Data-Sharing. This is a relatively low-risk way to
engage with China while also building communication, improving relations, and getting
slightly more insight into their capabilities.
● The U.S. Space Force should also support limited collaborations with the Chinese space
program that originate from other U.S.-based space organizations (i.e. private sector,
NASA, etc.) by way of soft power approaches discussed earlier.
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Recommendation: U.S. Space Force should do what it can to encourage the U.S. Government to
engage Russian Ministry of Defense officials in ongoing diplomatic talks regarding space norms
and future plans.
Reasoning:
● While space should not generally be framed as a zero-sum game, it is clear that with a
rising China, strong U.S., and an increasingly influential Europe, Russia currently feels
its space influence and dominance waning.
○ Because of SpaceX, the U.S. no longer relies on Russia for transport to the ISS
(this also contributes to lost revenue for Russia).
○ The Roscosmos budget has been shrinking in comparison to previous domestic
budgets and current U.S./China budgets.33
● It is dangerous to the U.S. to allow Russia to feel disregarded and disrespected on the
international stage as Russia has demonstrated a willingness to act rashly in space – even
endangering their own astronauts – in the interest of gaining attention and bolstering their
international influence.
○ “What the Russians hate more than anything else is to be disregarded. Because
they want to be a major player on the stage, and if we’re not paying that much
attention to them they are going to find ways of grabbing our attention.” -- Fiona
Hill (former top Russia expert on NSC)34
○ In November 2021, Russia conducted a test of its direct-ascent ASATs by
blowing up a defunct Russian satellite. The test was deemed “reckless,”
“dangerous,” and “simply irresponsible” by the U.S. Space Command, as it
released 1,500+ pieces of space debris into orbit, endangering Americans and
Russians aboard the ISS as well as Chinese Taikonauts on the Chinese Space
Station.35 With no clear purpose for the test, it was likely an attempt by the
Russian military and Russian leadership to gain attention and leverage on the
international stage.36
Method:
● Diplomatic talks between the U.S. and Russia can fill some of Russia’s need for attention
on the international stage and thus decrease the motivation for military demonstrations of
power or other unpredictable and dangerous actions in space.
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○ Quiet conversations are already taking place between the White House and the
Kremlin regarding cybersecurity and cyber attacks37 – arguably a much more
contentious topic than space. These talks are currently helping to moderate U.S.Russia relations and decrease conflicts where possible.
○ The talks accomplish little in the way of actual progress on cyber issues, but the
actual goal is to enable Putin to use the U.S. talks to “burnish his domestic image
as a guarantor of stability.”38 This lowers Putin’s motivation to bolster his
domestic image via other means (ex. increased cyber attacks)
● A similar tactic could be applied to the realm of outer space: a series of quiet talks
between military/government officials of each country. This would work to assure Russia
that they are still relevant in space and do not need to launch ASAT tests to assert their
importance. Talks would also give Russian leadership (ex. Putin) something concrete
(and non-military) to point to in order to bolster their domestic image of strong
leadership.
● These talks would be doubly important as they would increase U.S. communication
particularly with the Russian military, not just Roscosmos.
○ Bill Nelson of NASA indicated that he had “reason to believe” that Roscosmos
officials were not aware that Russia’s Ministry of Defense was planning the
ASAT test. Therefore, it was likely the Russian Ministry of Defense and Russian
leadership who are actually wanting attention and feeling the pressure of waning
influence on the international stage.39
● While directly establishing diplomatic talks with the Russian Ministry of Defense is
outside of the U.S. Space Force’s scope, the U.S. Space Force should use its soft power
and influence to advise White House officials to pursue this course of action.

Recommendation: If the UK-backed UN Open-Ended Working Group (OEWG) on Space
Rules succeeds in creating an internationally agreed upon set of norms for military activities in
space, the U.S. Space Force should prioritize adhering to those norms in order to help legitimize
them and set a precedent that they should be taken seriously.
What is the UN OEWG on Space Rules?
Proposed by the UK, the UN OEWG would examine gaps in current treaties governing space
interactions, create a forum for discussions of the implications of space-related technologies and
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threats, and work toward establishing internationally agreed upon norms.40 The OEWG’s list of
norms may eventually become the foundation for a future international treaty.41
Reasoning for why the U.S. Space Force should prioritize adherence to norms agreed upon
by the OEWG:
● Realistic chances at international agreements regarding space conduct are rare, but this
UN OEWG may be the most promising one currently in existence.42
○ Norms are currently discussed in the UN Committee for Peaceful Uses of Outer
Space (COPUOS), but it is not allowed to consider military or international
security issues.43
○ Many countries have come to similar conclusions about many norms in space, so
at least in theory, there are many areas of agreement as well as a significant
motivation from all countries to prevent accidental escalations or conflicts in
space.44
○ This OEWG does not intend to cover arms control or dual-use technologies (i.e.
satellites for economic and/or private sector purposes), so there is an increased
likelihood of being able to establish international norms without being bogged
down by related contentious topics.45
● International voluntary agreements such as the product of the UN OEWG are difficult to
enforce, so they gain legitimacy by large countries adhering to them.46 The U.S. must
follow the norms if it expects other countries like China and Russia to follow them as
well.
Method:
● The U.S. Space Force must prioritize adhering to the UN OEWG’s eventual
internationally agreed upon norms. It is possible that this would require little to no
adjustment of current policies if the norms outlined are already being followed. However,
it is also possible that it could require significant adjustments. If so, the U.S. Space Force
must prioritize strengthening the international norms over the U.S.’s own current policies.
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● Until the UN OEWG concludes, the U.S. Space Force must prioritize adhering to the
norms previously committed to by the U.S. Department of Defense.47 This will bolster
the UN OEWG’s work by demonstrating that the U.S. is prepared to adhere to norms and
will encourage other countries to treat the OEWG’s established norms as an equal
priority.
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Accountability in the Space Domain
Recommendation: The U.S. Space Force should advocate for an international system which
requires all countries to disclose the contents of their payloads.
Method:
● The U.S. could require the transparency of payloads by developing multilateral space
situational awareness through establishing a structure so that other countries will be able
to verify contents of a payload being sent to space. Utilizing strategic partnerships and
alliances such as NATO and the Quadrilateral Security Dialogue, the U.S. could pressure
countries to abide by a set of international regulations and hold hostile state actors
accountable.
● Because China in the past has stated through multiple white papers entitled “China’s
Space Activities” that while it was focused on the development of a self-reliant Chinese
space program, it would nevertheless welcome international cooperation.
● Setting aside geopolitical tensions, the U.S. could collaborate with China on maintaining
space as a peaceful domain if it is emphasized that space is not a zero-sum game. The
weaponization of space not only threatens the U.S. position in space, but also Chinese
satellites and the Tiangong space station. Through cooperation with China, the U.S. can
intertwine Russia into international efforts to assuage the weaponization of space as
China and Russia engage in a long-term cooperation plan which has resulted in
agreements on joint-space technology development. Cooperation with China on the
maintenance of peace in space could lead to a trilateral agreement among the U.S., China,
and Russia.
Reasoning:
● Currently, there is no legal doctrine that requires the transparency of payloads launched
into space, so countries are freely able to launch payloads without any checks on their
contents or potential uses.48
● As space technology develops and the access to these technologies becomes ever more
available, countries will likely be sending increased amounts of payloads into space to
facilitate their respective space programs and counterspace capabilities, launching the
world in a new space race.
● A legal structure designed to maintain transparency could be utilized to combat the
development of space warfare technology by states such as China and Russia as the
creation of new international norms could oblige countries to disclose their payloads
before each launch.
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Recommendation: Prioritize a policy of strategic deterrence.
Method:
● Every nation has its own unique legal system, so it is highly unlikely that any set of rules
governing space will ever be binding. In other words, there are no consequences for
regimes that violate the UN’s space treaties. Hence, the United States cannot directly
compel its enemies and allies alike to abide by a shared set of principles in space, but the
U.S. Space Force can promote American interests by pursuing strong policies of strategic
deterrence.
● Successful deterrence is contingent upon a “maintenance of the status quo.”49 If a hostile
regime contemplates aggression to bolster their influence in space, the U.S. Space Force
could dissuade them by threatening a non-kinetic counterattack that would disable that
regime’s capacity to communicate with its satellites.
● To have this ability, however, the U.S. Space Force must continue to vigorously research
and develop earth-to-space and space-to-space non-kinetic weapons, like co-orbital
jammers, high-powered microwaves, and cyber-attack methods, and lasers with both
temporary and permanent effects.50 The United States “is only now reaching parity with
China and Russia’s counter space capabilities,” which should be incredibly alarming to
all proponents of peace in space.51
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● Whether reciprocity for an attack warrants economic sanctions on an adversarial regime,
a kinetic attack on Earth, or a non-kinetic attack in space, the U.S. Space Force should be
prepared to combat aggression in space with its NATO allies.53 International
collaboration is key.
● America’s capacity for innovation and its international alliances constitute Washington’s
biggest advantages in space.54 Thus, it is imperative that the U.S. Space Force plays to
these strengths when devising its contingency plans for future conflicts.
Reasoning:
● For the last half-century, a collection of international treaties has ensured peace in
cislunar orbit. However, as the number of other foreign powers in space crescendos, the
U.S. Space Force must be prepared to defend American interests by abiding by the
existing legal framework, as it lacks the legislative power to negotiate any bilateral
agreements with other countries.
● Furthermore, Article 51 of the UN Charter promises “the inherent right of individual or
collective self-defense” to any UN member who is attacked.55 Although Article Four of
the Outer Space Treaty strictly prohibits weapons of mass destruction in orbit or on
celestial bodies, it does not preclude the launch of a ballistic missile through space, nor
the presence of non-kinetic and non-lethal weapons.56
● The U.S. Space Force can and should deter rogue actors from disrupting peace in space,
but it should never do so by instigating conflict with a kinetic attack. Outright
belligerency could incur international condemnation, and serve as a rallying point for
foreign delegations that oppose American leadership in space.
● The debris caused by kinetic weapons in space could jeopardize the safety of U.S. Space
Force operations, the American commercial sector in space, and allied space programs.
The risk outweighs the reward.

Recommendation: Expand the scope of international training exercises to encourage
collaboration and cohesion among coalition partners.
Method:
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● The U.S. Space Force, in direct cooperation with SPACECOM, can expand the scope of
multilateral, U.S.-led training exercises like the Schriever Wargames and Space Flag by
inviting more of our allies to participate and increasing the amount of DoD personnel
present.
● Furthermore, U.S. Space Force leadership could inspire American allies to create similar
military space programs, which the U.S. Space Force could help develop and shape in
their own image.
● The French and German delegations have been reluctant to sign on to Operation Olympic
Defender. Persuading them to send their officers to work with the Pentagon chain of
command could facilitate bilateral unity in space military affairs and the coordination of
future training exercises.57
● The Combined Space Operations Center (CSpOC) and Space Delta 5 provide another
excellent opportunity for officer exchange programs. Alongside the members of the Five
Eyes alliance, inviting Japan and South Korea to dispatch officers to Vandenberg SFB
could strengthen the U.S. Space Force’s reputation and influence in Asia.58 From a
geopolitical perspective, China, Russia, and North Korea pose threats to peace in space
that Japan and South Korea can and will help the United States deter.
Reasoning:
● By continuing to host and expand simulated space domain military exercises, the U.S.
Space Force can realize the five military space power competencies (space security,
combat power projection, space mobility and logistics, information mobility, and space
domain awareness) on a global scale.59
● General Norman Schwarzkopf once said, “The more you sweat in peace, the less you
bleed in war.” The same logic applies to the space domain. By drilling with our allies, the
U.S. Space Force can develop a more comprehensive understanding of anticipatory selfdefense in the space domain.60
● By strengthening our alliances with NATO and MNNA nations, security cooperation can
increase the effectiveness of deterrence.61 As written in the Space Capstone Project,
Spacepower: “Military space forces can reinforce the confidence our partners place in
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their relationship with the United States.”62 America can and should be the global
hegemon of a peaceful space.
● As outlined by the Defense Space Strategy of 2020, the United States “must align with
allies and partners to engage proactively and assertively with the wider international
community, including with potential adversaries, to advance U.S., allied, and partner
national security interests and to reduce the possibility of mishaps and misperceptions.”63

Recommendation: Devise an internationally-backed system that holds nations accountable for
their actions in space.
Method:
● Article 7 of the Outer Space Treaty mandates that any nation that launches a spacecraft is
“internationally liable for damage to another State Party to the Treaty” that that
spacecraft may cause.64
● The science of space forensics, the intelligence community, and our allies can each
contribute information that will help the U.S. Space Force pin down those responsible for
kinetic attacks and general belligerency in space.65
● Per U.S. Executive Order 12333, the intelligence community compiles information
needed by the Secretary of Defense. The intelligence community and National Space
Defense Center could and should increase their collaboration with the U.S. Space Force
to best enable the United States to preserve peace in space.66
● The United States should turn to NATO and MNNA nations for assistance and support as
it strives to establish an attribution system for wrongdoing. The Five Eyes alliance could
serve as a model for future intelligence-sharing relationships. Allied input, collaboration,
and transparency will be essential to preserving order in space.67
● Having space domain awareness (SDA) is vital to not just national and global security.
The U.S. Space Force can increase its surveillance of space through the extended
62
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research and employment of space forensics, which uses data from both peer satellites
and ground systems to analyze attacks on “space architectures.”68
Reasoning:
● The upcoming era of space commerce and exploration has the potential to shift the
balance of geopolitical power on Earth. Ensuring that the United States and its allies can
project their influence over the cislunar domain (and beyond) to promote international
peace must be one of the U.S. Space Force’s top priorities in the future.
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● Knowing when and where to assign blame for attacks on U.S. Space Force assets is
critical to anticipatory self-defense and SDA.
● The U.S. Space Force must refine the manner in which it both identifies those responsible
for a given attack, and it must have a set of responses contingent upon the severity of
each incident.
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